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FBER

AF MM CLI (Command Line Interface, w417 5t1H) S#%EE, EHT TP-LINK
TL-SG3452/ TL-SG3428/ TL-SG3226/ TL-SG3218/ TL-SG3210/ TL-SL3452-Combo/
TL-SL3428-Combo/  TL-SL3226-Combo/  TL-SL3226/ TL-SL3218-Combo/  TL-SL3218/
TL-SL3210/ TL-SL3109/ TL-SL3226PE-Combo/ TL-SL3226P-Combo/ TL-SL3218PE-Combo
AL

q

PACHHLIIREARIL, AT LA TL-SL3218PE-Combo Jfil /41

5
«.H
=
R

e CLI T ik A AT, A AT . e AT G R AT RLE

FEA A P& SRR R ER U A S B dr 4
% 3. IEEE 802.1Q VLAN BLE 4
LS4 IEEE 802.1Q VLAN [¥IAH K B A4
% 4% 5% VLAN FECE &4
FEANHIES VLAN (A CEC B 2
# 5 %: Etherchannel Bt B4
FEAN G T LACP BIAHCHC B a7 4 o
B6E: AFEERLEMNS
FEN GBS S RA R E A 2.
#7%F: HTTP M HTTPS iCE &4
FENHZ N HTTP 1 HTTPS 45 H AR 55 (AR < Hc B iy & o
#8&: HEIRMLEMS
F A IP-MAC-VID-PORT VU JE4H & % 1M KL B 4
% 9Z. ARPBiPEEMS
F NP ARP 3. B7 ARP Bl RCGiH A CELE .
E10%: IPEHPEENS
EENA P IEB AR E 4
% 11 %: DoS Pitrasd
FES 44 DoS B4 A By K Il R AH ST B A 2
%12 &: |EEE 802X W E M4
L HA 4 IEEE 802X IAEIIAR KL E fr 4
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E13E: REHEREHS
FENARGHENEE. i, HEIRS SHAHKH B 2.
14 %: SSHREMS
F A SSH it B & H RIS A 4
F15%: HWIREHS
FEA P 22 A v B AL R B A G C B 2
B16E: REREMS
FENARGEE . WESHEE, RARNEAL, RGESTHH, THRNEE JGE
NS RSB -
BT E: UANEEMRS
FEAH LKW D RS R, KM 7 56 R A DG E 2
%18 &E: QoSTEMS
FENH QoS (RFFE) MK E 4
F19FE: WwOKKREEMRS
F A v O AR RAE OCHL B A 4 .
F20F: HORMRLEHRS
F B RS &S AR B .
218 FHRENTEHNS
F B IR W A R B .
% 22%: PoEREMS
FEA 4 PoE (DRI A OCHC B dr 2
¥ 23%: ACLEEEMS
FEA ) R H I S E a2 .
% 24%: MSTPRRE M4
F N A R B AR ORI B iy 2
#25%: IGMP BEMm4
EENGIGMP il AFHIERE T, AR pe S AR P S E 4.
%26 %: SNMP RLE M4
FEAH SNMP (RS E DO BLE. BAEH. RMON GZEFEMLZ R 55
SNMP HHKECE fir %
#27%: LLDPEEMS
FEANH LLDP (BEEEE RILEM LLA LLDP-MED [ KHEL B iy 4



WIERZHHL AT

F1E mMTHEHES
1.1 FEHWAT

R P AT LI = R0y OB A bk Al F i 247
1. J@idConsole FIEAT A1l & 5% s
2. JERE LR R Telnetidh A7 A< i Sz 72 2 5
3. JEId DK W 1R F SSHEEAT Al Bl FE 5 5%
1.1.1. ifiit Console N7 A B %
1. ES, KA (B IR i e E S LUK M AZ LY Console HZEH:.
2. FIFFENLM LR 07 AT (U Hyperterminal #2/7), ECE W T 24
= JREER: 38400bps
LI/ AT R DA
= WERL: T
LRG| VAR DA
 HEEESl C

3. FEBAZumEE N R AR ZE, W LA 3]“TL-SL3226P-Combo>"[#2 /R 77, Ui ] CLRLL) & 5%
LML W 1-1 s

@ 1- B - =
XER REE FEV) FMO FEO EEH
0= A DB

TL-SL3226P-Combo=_

Bl 11 BRA
1.1.2. i85 Telnet #HT&F

1. GRS S THENAE R — RN A . SRR, R RERA omd, Bl EEE.
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1-2 fTIFis4TE 1

2. AR 1-3 IR ATE I, i telnet 192.168.0.1, Hidi[H 4,
|_ o | B . )

B C\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.76811]

Copyright (c> 2889 Microsoft Corporation. All rights reserved.

C:\Users\Admin >telnet 192.168.08.1

1-3 BiTH N
3. EWINEFNEPZMEE (BRMES N admin®), [EIZERTET 3 PR, K 1-4.
FEREEE < )

Bl Telnet 192.168.0.1

m | »

s User Access Login st ie st

User:admnin
Password:

1-4 HENFH
LERHE AT TE Telnet 82 i CLI fy & BEAZ AL 1.
4. WL enable iy & i NFFRURE R,



B HAL 4T T

B Telnet 102.168.0.1 [EEE

m | »

RN HE Iser Access Login Sesssss s st

User:adnin
Password:

15 3 Rt
1.1.3. @it SSH #T%F

HEFAE R S8 =07 % PR PUTTY SKREESZ SSH 4. 1EH AR SSH #HT sk Z ik Je it B 4F
BE RS B . SSH B A AR

FRNERR: 2SN B AER, BRIMEYA admin,

FPNERR: EHERM P ANEN, (HEFHELHEE Putty 554 X APIFFRLH
B AP, BN AT INE.

R
TEE M SSH B KUUH, B TEF RN FE, 1 Telnet £5 T, 2 FZ#HH SSH h .
& Telnet 192.168.0.1 [E=EER™=)

m | »

e ® ser Access Login

User:adnin
Password:

> #2006-01-01 B8:82:37, [User1-3-Login the CLI by admin on wvtyld {192._

1-6 =5 F SSH Zjge

> ERGERR
1. 4TIF8E, B3 PuTTY £ 5. 78“Host Name &b S S # ML) IP Hidik; “Port’{f-HFER A 1)
22; “Connection type”#bik# SSH [N 7. I R E TR,
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r ™
S ==
Category:
- Sgssion Basic options for your PuTTY session
- Ten I..oglging Specify the destination you wart to connect to
kaé;:board Host Mame (or IF address) Port
- Bell 192.168.01 72
- Features Connection type:
—I- Window Raw Telnet Rlogin @ S5H Serial
Appea@nce Load, sawe or delete a stored session
- Behaviour
.. Tranelation Saved Sessions
- Selection
-~ Colours Default Settin
gs
—J- Connection |ﬂ|
- Data | Save |
- Proogy _
- Telnet | Delete |
Rlagin
+- S5H
""" Senal Close window on exit:
Always Mewver @ Only on clean exit
About | [ Open ] | Cancel

& 1-7 FRPuTTYE: A

midi<Open>144E, BRI &R HL. #ETES telnet MHIE, BN &S A P 4 g &6,
RIAT 4kt T B #eE . W EFTR .

£P 192.168.0.1 - PUTTY e\

1-8 FRZTHM



> EHAEER
1. EFEEPEEBAEYIREE, IR SSH %4, TR,

I B2 PUTTY Key Generato o e? S| |
File Key Caonversions Help
Key
No key.
Actions
Generate a public/private key pair Generate a key Generate I
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
| Type of key to generate: Key type
| | 55H-1(RSA) @ S5H-2 RSA () 55H-2 DSA
| Number of bits in a generated key: | Key length 2048 |

K 1-9 RPN HK S
“EE:
o XHAKEHILE N 512 £ 3072 th4F.

o AREANIET, ARENTOARENEERS BAT, LB, 7T U RS 4 4 K
B 2
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2.

3.

AR, B APIRAGISCAIRAFAE — > TFTP iR 4. W N E RS,

CRores e

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

sshTsa

AAAAB3IMNzaC lyc2ZEAAAABIQAAADEAZ4RILEYbN7SDE Fin3Muo Hr4LHF 7w BWINEBCE
TxoJzriwndlbpC7Dkxd BmzlJo6SR

+sUVKBEaTWROqOpfBoohu 7P LIBMADc MzOmDCZk 3bhfgbg IrviOMm SmGNaEYLHD

gh¥LbFU3rDxTjn5nlUCrGOoRUKIvaYREq SqkHwpsGb ZKGIZt S/Bgp1/2Pnfzz 5520

m| »

]

Key fingerprint: sshsa 2048 cf:11:bc:4b:40:55:50:ef 8a.e4:9d.c5bS:ca:30:13
Key comment: rsateey-20150122
Key passphrase:

Confirm passphrase:

Actions
Generate a public/private key pair Generate
Load an exigting private key file | Load |
Save the generated key I| Sawve public key |I Sawve private key |I
Parameters
Type of key to generate:
S5H-1(RSA) @ 55H-2 RSA 55H-2 DSA
Number of bits in a generated key: 2048

1-10 {RAF 2 PIRIALY]
i Telnet &3R4 4%, HIRAE S TFTP MR454% LI A SRS AL

e seae e pi s |Iser Access Log:i.n .
Userzadmin

Password:

mbo »enable

Combo #fconf ig

TL Combo conf ig>#ip ssh download v2 public ip-address 172.168.8.1688
S8tart to douwnload S5H key file

Download 58H key file OK.

TL AP-Combo{config>#

1-11 S AN AL
FE:

B XA TG 54 U K AR — B
F\ SSH % 47 Hy I 12 A b4 BT

|
EH Telnet 192.168.0.1 [= ] @ [t




4. SNANAHEE, T PUTTY BE50, A IP Hidk.

- Teminal
- Keyboard
- Bell
- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
=~ Connection
- Data
- Proy
- Telnet
- Rlogin

Basic options for your PuTTY session

Specify the destination you want to connect to
Host Name (or IP address) Port
152.168.0.1 22

Connection type:
(C)Raw (0) Telnet ) Rlogin @) SSH

() Serial
Load, sawe or delete a stored session

Saved Sessions

Default Settings

Cloge window on exit:

) Mways (7)) Newer (@ Only on clean exit

||

Kl 1-12 #7797 PUTTY B 5 H
5. KA FAE SSH Z Fum . W R E AR .

- Keyboard
- Bell
- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

)+ Connection
- Data

- Prosgy
- Telnet
- Rlogin
-55H

Options controling S5H authentication

|| Bypass authentication entirely (S5H-2 oy}

Authentication methods

Attempt authentication using Pageart

[ Mtempt TIS or CryptoCard auth (SSH-1)
Attempt "keyboard-nteractive” auth (S5H-2)

Authentication parameters

[] Allow agert forwarding
[] Allow attempted changes of usemame in 55H-2

Private key file for authentication:
| Browse ... II

I D:M\Program files'private ppk

1-13 PPN ESSHE /i
6. WhEIEIIE, AR RETER, WMRRA T A E I SRR, R EAECS

Jy. NS




W B AT FN
£P 192.168.0.1 - PUTTY = B

1-14 G ATHL

AT

CLI #ZIhReR)mr naFE, Bl AP FRRUi, RmER . S OEER U VLAN AL
B, Hodrdes DS B AR 2 e LUK W 1 e B AR R R s A B A A, R A

P OB E R

Interface fastEthernet

\ 4

Interface gigabitEthernet
Interface range fastEthernet

FERUSE — 4 e tin B AR Interface range gigabitEthernet
Interface vlan

VLAN P & A 5

v

TRIN T BBV T7 % Jm T AR T BT B85

i N\ exit iy & W 5 38

P | S5 oz R Hetli%EHE (Console [
4 Nenablefiy % ,J}_F)\fh
B

- ERPERT, #H # A disablefi 4 5 exit

: P

i |emabled LA T1.513226P-Combott @S, BEASRA,

7 - #i N\ configurefiy 4, i

N4 JR e AR

i N\ exit iy & 5 end iy
A, EEENCI+Z4E

R | RN, B, IR PIRRPRUR

Fe®  |configure it 3N | 1y .s) 3226P-Combo(config)# iﬁ” 2\ '"teﬁaz]\;yp;

A | 1ZAE ;ég;i;p 2, B2
T

N vlan @y 4, 3t
VLANP B i 7 .

10
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1E 4 Jay Bic B AR T

N interface W ANendfy 4, DEE AN

fastEthernet/ Ctri+Z4H A58, IR [AIRFAL
#1 | gigabitEthernet s

TL-SL3226P-Combo(config-if)# I | 4 A\ exitir 2, R[04 )5

TL-SL3226P-Combo(config-if-range)# | Hit B ;
£ interface fiy 4 H1 % 20

B E AR — A H

FlE |port B interface
#3 |range fastEthernet/
gigabitEthernet

port-listiy & HEN1Z it B PR,
1
i Nendfy &, EUEEAN
VLAN % 2 m B B T, Clri+Z 41 4 8 35 [ 5 4
BCE | Hivian vianist fir TL-SL3226P-Combo(config-vlian)# |#i;
(L RS INER i Nexitdr 4, iR[E 4R
fic B A
LR

1. i#idConsole 1 B Telnet )y 3 5 5 Bl L LR Ja BIEE A ] 8.

2. FAEREAH BRI, BTN fr 4 BE B A B SE HE NI I A 3
o ZRMEMN: REERKENGS, W L, BB A
o  EOMEMNK: /AN ED, HAEOHEA S BG4

a) interface fastEthernet/gigabitEthernet: Bt & — LUK M OIS 8, X TR, it

b) interface range fastEthernet/gigabitEthernet: 1% 11y 4 FRinterface fastEthernet/
gigabitEthernet A —#Hf, Ao E 24> LUK M i H 1S40

c) interface vlan: FCEVLAN#Z S,
e VLANEEMR: 6IEVLAN, Hhnss %3 £ VLAN.

3. AR, A RN AR AT

e show: TIRTTHHEFEE, W: FiHEE. WOEE. VLANG B,
e history: BRI 4.

1.3 T REFR

WM Ty A 25 F P RAE B

FP GO REAE R A HEAT Tl S 0 A s BB AR AUR A, R R A, RORER
3. VLAN B BRI AZ LT % . MO B BEAEHRAE

1"



WIERZHHL AT

i3t Telnet B SSH AL & RN, Hin N LA P 4% R A5 Jeke st NP A, RIVERASH - LR
AL RO SZ BRI, WA SR VR SR G [ i AT . FER BT, Ard i A fr 4 enable
BEANFFBUE

it Console AT AHERN, TEFRHAM P AMELRIENH K, H enable iy 4
NERHER, A LIE4 /AR B AR FiEid enable password i 4% B B HHHZ Y, o35 N
A enable fi & B NFAAURE, A %I 5 00T N B BRI RS A RERE NFRFAUR o 3E NRFBURE X
BRI IR 1S BRI

1.4 TR ALE

1.41. EFRALE

ARG XS CLI fiv 4 FIRURIEAE BL R 4 5€ -

> ERES [] HEAETSEE G AT

> AERFET {} PRI SEHGE LT .

> WERAZAEDL, WER L | RN I
#i4n: speed {10 | 100 | 1000 }

> KRB (A IR, L ZUREREIE ) DO A
fil4n: show logging

> WE MR, Rt DRET AR
fi4n: switchport type { access | trunk | general }

> R (b AL SERME BEAT BARHTE ) DARMATE A B
#il4n: bridge aging-time aging-time

1.4.2. FHRFHR

HRBENTRERIBI, WA

> 7 o< > 0\ & BANFRIRARFRAR.

> ETFREPEEENE, PR ERERRINES S5 58X 55, n'hello world'. “hello world”,
DR B G5 RS (B2 AN Bad 2B — N PR RS EEN RA IG5, el
SRR (BLEA) F15H .

1.4.3. SEHEA
A i Hp o BB S U A R E H S A U -

> MAC HiiE 2425 DL XX XX XXX XX XX A% A -

12
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Ui g S A% 2R W& S AR 75 AWML &5 N 1, FEEAIUER 0, T 7
SN Bz O RS, BAARE S R AT TR

fltn: it (45 1/0/3 Fon & Fdn's o 3 Mo .

N —4H35 115 (port-list) =k —4H VLAN ID(vian-list)if, a7 DU — ek AME, SAMEZ 17
E5RH, R —AE 0] U IEERT-RR

fil4w: 1/0/1,1/0/3-5,1/0/7 F& R34 1 1/0/1, 1/0/3, 1/0/4, 1/0/5, 1/0/7.

13
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B2E R Fm

2.1 enable

Zdir & HI P B AR BB

[ile

enable
B

HEDAKI SN
~pl

e MGV RE S wi PN ST YT S R TN
TL-SL3226P-Combo>enable
Enter password

TL-SL3226P-Combo#

2.2 service password-encryption

i M i B B S N B SO, A RO AR N S A o I A ] AR 1k e S
FRE RS S I no A& FH AR 4R S R N Tl g

e
service password-encryption
no service password-encryption
B
2 R B AR
7~

TR 2R S R N T Rg

TL-SL3226P-Combo(config)# service password-encryption

2.3 enable password

fir 4 P F BB P R SR AR 1B R RS, B0 no fr & Tl 370, Sl My 4
AT DA FH OB I0 8 SN b

w4

enable password {[ 0 ] password | 7 encrypted-password }

no enable password

14
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B

L

NG

0 —— —FinE KA, Lo TR EM A B AT I %05, 0 NERAINE AL,

password —— EHEEM, H 1~31 NFERHM, FiHX 9 KNE, VAT .

YO TR, FRIA AR (1$% 0" -/ID- B NES.

7 —— MR, FOREE TR E N AT IR RN A, SR K [

=3

5E o

encrypted-password —— [ 7€ K L I BEAT IE X AR AN E ) #0S,  AT DA A 52 HpL i e
B EHAGR . BE CINE RN )G, S IGE N, 75 AR R
e AR

4Ry ic B AR

L SRR I B SR N R NS 35D, {HiE i service password-encryption #rA EH T
A RN ThRE, A HALEL B SO SR 2 B X BRI % =

K F P A 2D e B AU 2 PR/ R 0 3 0 80 O AN I %89 admin:

TL-SL3226P-Combo(config)# enable password 0 admin

2.4 enable secret

% T BB A P B e 2R PR U B Y, H SRS AE i MDS s Sk ne, e/
no fir & M TR BABCE -

[ile

enable secret { [ 0 ] password | 5 encrypted-password }
no enable secret

0 —— —FInE A, FoRE: FRFEMNBE T INERZRS, 0 AERIANERAL,
password —— EHYEL, W 1~31 NERFH, HHX S KNE, VAT

P TR FRIZGR TSR TR (8% )5/ BRI . LS E A LT
B Ry MD5 ks .

5 — N KA, ForEE N RFEMAITIE MD5 INE RS, MR R K
f#] 72 o

encrypted-password —— [H 72 KR TiE MD5 inas 1) 265, w] DA H AL A B ML e
B AR BB TS EE G, BRGNS, 7 BRI AR
TN R

15
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K
4 Jr e B A

i
M [ENALE T enable password Al enable secret 74 f, enable secret fit & )% 54
e

7~

K PR D) e 2R BUS I ) BE G B S W B O AN &S admin,  HUE# A5 AEAL
HpLBC & SO L MDS i i 3R 7R -

TL-SL3226P-Combo(config)# enable secret 0 admin

2.5 disable

22 F T AU 23R [m] 21 P A K

[ile

disable
B

RS
~pl

MU R 1] 21 R
TL-SL3226P-Combo# disable

TL-SL3226P-Combo>

2.6 configure

Zfin 2 F T R B N\ 4 R G B 5

LilSe

configure
B

R
R~

NS BB AN 4 Je e B A 2K
TL-SL3226P-Combo# configure

TL-SL3226P-Combo(config)#

16
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2.7 exit
%2 F TR S AT B A R ] — A B AR
Cig
exit
K
B i B A
il

M2 FTC B AR R B4 /AR, PR R BRSO
TL-SL3226P-Combo (config-if)# exit
TL-SL3226P-Combo (config)#exit

TL-SL3226P-Combo#

2.8 end

i H IR Bl R AU

EX
B

B
s

end

P e B A
NG
M 1 E AR A AR [B] BRSO

TL-SL3226P-Combo(config-if)#end

TL-SL3226P-Combo#

2.9 show history

Zr T RoR RGUR B0 A P E L AT Saltf A 20 2.
kg

show history

B
Rl 2 LU B i B

17
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NG
SR Z AT AR A N AR A 4

TL-SL3226P-Combo(config)#show history

1 show history

2.10 clear history

w2 HHEERgUR a2 AR T AT a4, TR history iy & PR AN 2 EoRiX ok

PEE ML .

[ile

clear history
B

FrBUR QB K i A e B A
~pl

HERG RS N R R 54

TL-SL3226P-Combo(config)#clear history

18
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3% |EEE 802.1Q VLAN it &4

VLAN (Virtual Local Area Network, KL & —FprE — N2 Xl 22 /38 i o 28 1) 4
A, BEEGHEVEE, HEomMagzett, LR GG E R TA/EHZE 5.
3.1 vlan

a4 Tt VLAN e 8 #XJF 0% IEEE 802.1Q VLAN, ‘& no a4 H T-MiIER IEEE 802.1Q
VLAN.

LilSe
vlan vian-list
no vlan vian-list
¥
vian-list —— VLAN ID List, HUEJEH 2~4094. Al i ifEs — MEsE —1
HfH B
B
4 e B A X
R~

A% VLAN 2-10 BL & VLAN 100:
TL-SL3226P-Combo(config)# vian 2-10,100
kR VLAN 2:

TL-SL3226P-Combo(config)# no vian 2

3.2 interface vlan

% T A2 VLAN #£ 09F3E N VLAN #2088 B no fiv& A TR VLAN #£1.

interface vlan vian-id

no interface vlan vian-id

vian-id —— VLAN ID, HUHEVEH 1-4094.

4 R B AR

19
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7~
f1% VLAN #:11 2:
TL-SL3226P-Combo(config)# interface vlan 2
3.3 name

%2 M THECE IEEE 802.1Q VLAN iR 7FF, B no &M TE T #id 7 4F.

name descript

no name
ZH

descript —— VLAN iid 7R, KEHN 1-16 N5
B

VLAN ELE S (vian)
T~

# vid=2 [#) VLAN Hiid st “VLANOO2”:
TL-SL3226P-Combo(config)# vian 2

TL-SL3226P-Combo(config-ifj# name VLANO002

3.4 switchport mode

2 - BC B A S 1A BE % 2R 7
[ig
switchport mode { access | trunk | general }
¥
access | trunk | general —— LK W3 FUBERE KR, L3R = Fh2k o,
K
O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

Bie B AR M 1 3 (4ER SR Y4 general:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)j#switchport mode general

20
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3.5 switchport access vlan

Zar A H T access XA 178 n%] IEEE 802.1Q VLAN, B no #ir4 H T4Ei 1M IEEE
802.1Q VLAN H %%

[ig
switchport access vlan vian-id
no switchport access vian
¥
vlan-id —— VLAN ID, HUAEVEH 2-4094.
B
B O AL B 2 X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

Bic B LK W 1 3 BB access HlHL A N VLAN2 A
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3
TL-SL3226P-Combo(config-if)# switchport mode access

TL-SL3226P-Combo(config-if}# switchport access vilan 2

3.6 switchport trunk allowed vilan

1A T8 trunk 288 15 DA INE] IEEE 802.1Q VLAN, ‘E 1) no iy 4 T4 [ A IEEE 802.1Q
VLAN H1E2Fx

[ig

switchport trunk allowed vlan vian-list

no switchport trunk allowed vlan vian-list
¥

vian-list —— %585 |IEEE 802.1Q VLAN ID, HU{E7EHl 2-4094, nf £k, %X AH: 2-3, 5.
K

O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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NG

B B DA P35 11 2 4 #2578y trunk K HL78 I E] VLAN2 H
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2
TL-SL3226P-Combo(config-if}# switchport mode trunk

TL-SL3226P-Combo(config-if}# switchport trunk allowed vian 2

3.7 switchport general allowed vian

%A T8 general 288 {3 D 73] IEEE 802.1Q VLAN, FBc & i H 9 H D . /) no iy
4T 0 M IEEE 802.1Q VLAN H 2[R

=

=3

B

NG

switchport general allowed vlan vian-list { tagged | untagged }

no switchport general allowed vlan vian-list

vlan-list —— 457 |IEEE 802.1Q VLAN ID, BUEE [ 2-4094, w] £ ik, X N: 2-3, 5.
tagged | untagged —— HO#L, tagged 5 untagged.

O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Be B LUK M 1 4 FERE 2R general, #HINE] VLAN2 A, JfdE i HEN Y
tagged:

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/4
TL-SL3226P-Combo(config-if}# switchport mode general

TL-SL3226P-Combo(config-if)# switchport general allowed vilan 2 tagged

3.8 switchport pvid

Zdin 4 T B E A AL ) PVID.

kg

2%

switchport pvid vian-id

vlian-id —— VLAN ID, HUEEH 1-4094.
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[ Eay
B O AL B % X Cinterface fastEthernet / interface range fastEthernet / interface

gigabitEthernet / interface range gigabitEthernet)

A~
BeE I 3 [ PVID 9 1:

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if}# switchport pvid 1

3.9 show vilan summary

%4 M T 27 IEEE 802.1Q VLAN K14t iHE o

LilSe
show vlan summary
B
FABU UL K i e B A
R~

7~ IEEE 802.1Q VLAN 1415 B :
TL-SL3226P-Combo(config)# show vlan summary

3.10 show vlan brief
54T 5% IEEE 802.1Q VLAN FIMIE (S 4.,

A
LilSe
show vlan brief
B
RERURE A DAL P A e A X
R~

7~ IEEE 802.1Q VLAN fIHEZE &

TL-SL3226P-Combo(config)# show vlan brief

3.11 show vian
T4 T SR8 E N IEEE 802.1Q VLAN [{Iif4{=Z B,

Z i

=3

—

B

show vlan [ id vian-lisf]
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Z2¥
vian-list——VLAN ID, HUETEFEIN 1-4094, nf 2k, #%=Ch: 2-3,5. ZSHRAER,
WoNETA IEEE 802.1Q VLAN HI15 ..

S
FARURE B K i A i B AR

7~

BT VLAN [E4R(E B
TL-SL3226P-Combo(config)# show vian
R vid=2 7 VLAN F1E4H(E S :
TL-SL3226P-Combo(config)# show vlan id 2
278 vid=3-10 1) VLAN (#4015 5

TL-SL3226P-Combo(config)# show vlan id 3-10

3.12 show interface switchport

%2 R os ORI FERAE 2

<

[ig
show interface switchport [ fastEthernet port ] [ gigabitEthernet port ]
ZH
port —— LK M ¥ 5
K
RO DAL i A e A X
7~

7R DURM T 1/0/3 HITEARE S -

TL-SL3226P-Combo(config)# show interface switchport fastEthernet 1/0/3
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4% EF VLAN LB w4

B H VLAN J&ATE S BEHRRN L 1 1R50 1 VLAN. fid)5) Voice VLAN FfA et & B4 (1 5 N
A Voice VLAN, TTLUNIEHHHAIE QoS 24, femit S Hduimtemit/edlt. PREETEE.

4.1 voice vlan

Zan 4 H 1773 Voice VLAN ThiE, ‘B no fir4 HT25H Voice VLAN Thfg.

voice vlan vian-id

no voice vian

2%

vian-id —— VLAN ID, H{t i 2-4094.
B

4 R B A
i

JFJ& vid=10 [ Voice VLAN ThfE:

TL-SL3226P-Combo(config)# voice vlan 10

4.2 voice vlan aging time

Zam & H T HECE Voice VLAN ZALIN[A], B R no T4 H T EINZ AL ], ERIAMEDY 1440,

voice vlan aging time time

no voice vlan aging time

25

time —— ZALR 1A, BRI F 1-43200 (5340).
B

A R B
P

fic & Voice VLAN ZALES (] 2880 434

TL-SL3226P-Combo(config)# voice vlan aging time 2880
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4.3 voice vlan priority

%2 M THECE Voice VLAN 24640, BRI no i M TIREERINILL I, BOAMEN 6.

voice vlan priority pri

no voice vlan priority

2%

pri —AL5e, WUEEHE 0-7.
B

4 R B AR
R~

¥ Voice VLAN {52 it B A 3:

TL-SL3226P-Combo(config)# voice vlan priority 3

4.4 voice vlan mac-address

Z i % H T8I Voice VLAN OUI. “E /] no fir % H TR %€ 1 Voice VLAN OUI.

voice vlan mac-address mac-addr mask mask [description descripf]

no voice vlan mac-address mac-addr

ZH
mac-addr —— OUI %% MAC Hitik. %3 XXXX XX XX XX XX
mask —— MAC HiiEFERS . 152 XXXXXXXXXX: XX o
descript —— OUI ik, 1-16 NFFRF. BRETEN N AT
B
4 R Tie B AR
7~

G MAC Hifik A 00:11:11:11:11:11, #4554 FF:FF:FF:00:00:00 ) Voice VLAN OUI,
B HAiA A TP- Phone:

TL-SL3226P-Combo(config)# voice vlan mac-address 00:11:11:11:11:11 mask

FF:FF:FF:00:00:00 description TP- Phone

4.5 switchport voice vlan mode

i A T B DA 3 11/ Voice VLAN J% R AR

26



AL A AT A

Cig
switchport voice vlan mode { manual | auto }
¥
manual | auto iy 11 PR R D AR
B
O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
A~

fic B DL M 1 3 1 voice vian i 51208 manual:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if}# switchport voice vlan mode manual

4.6 switchport voice vlan security

%4 TG B DUK M 3 1) Voice VLAN 22
[ig
switchport voice vlan security
no switchport voice vlan security
B
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
A~

Je FA BAK 3t 11 3 1) Voice VLAN 22 455K
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if}# switchport voice vlan security

4.7 show voice vlan

Z 4 H T 57K Voice VLAN 4R E
[ig

show voice vlan
B

R R BT HE LA
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i
7~ Voice VLAN £ R B &

TL-SL3226P-Combo(config)# show voice vian

4.8 show voice vian oui

%4 H T 57 Voice VLAN OUI BL B A5 &

LilSe

show voice vlan oui
B

R BN BT A S B AR X
R~

.7 Voice VLAN OUI it B4z &

TL-SL3226P-Combo(config)# show voice vlan oui

4.9 show voice vian switchport

1% i 2 F T 57 LK M3 17 Voice VLAN BLE (S B,

<

[ile
show voice vlan switchport [ fastEthernet port ] [ gigabitEthernet port ]
2
port —— LK o iZZHRE R, Bos P R ESE R .
B
R BN BT A S B AR X
~pl

R T v R EAE B
TL-SL3226P-Combo(config)# show voice vlan switchport
TR 2 R E A

TL-SL3226P-Combo(config)# show voice vlan switchport fastEthernet 1/0/2
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#5% EtherChannel BB w4

EtherChannel fic & v & H T-HC & LAG 1 LACP Zjjfig.

LAG(Link Aggregation Group, i 71" 58 2H )& 44 52 AL I 22 AN 3 1V 58 e — M8 B8 3 1 (1) D g,
ATLAE AT 9, PR R AT EEE .

LACP (Link Aggregation Control Protocol, & ¥ S h) 2&%:T IEEE 802.3ad AnifE Ak sk
Dl 6 AN AR S R AR i R EGE S, LI RE RS R & £ — Rk
KEHE, BAMRGERREMEIRAE 7 A ae

5.1 channel-group

i 0 DA ENC R A, IR E A B no a4 TR MR AR ER

channel-group num mode { on | active | passive }

no channel-group

ZH
num — JCRAM S, BUATEHE 1-8, HZAIHE 8 MR,
on — JFHEZ LAG.
active —— JFJa 3:3h#E LACP.
passive —— JF )3 #zh % LACP.
S
B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

I 2-4 BNCRA 1, FFFEERS LAG #iak:
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/2-4

TL-SL3226P-Combo(config-if-range)# channel-group 1 mode on

5.2 port-channel load-balance

i A H TR R AR R B 0% . e/ no fr T IREERIME, B src-dst-mac.
kg

port-channel load-balance { src-dst-mac | src-dst-ip }

no port-channel load-balance
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Z2¥
src-dst-mac —— Y5 H 1) MAC bk, S 75 H 1) MAC ik SeBil 571 88 45 .
src-dst-ip —— JE H B 1P Hidik o BTV H 1 1P bk SEIL 67 2381

B
4 JR i A

il

i LAG 138 i 5.k % B N sre-dst-mac:

TL-SL3226P-Combo(config)# port-channel load-balance src-dst-mac

5.3 lacp system-priority

Zar S M TREERN RGN LN, BRI no fe T IREERIMAE.

[ile
lacp system-priority pri
no lacp system-priority
¥
pri— RS, BUETEHE 0-65535. BRIMME N 32768,
B
4 A ic B A X
R~

BLE LACP I R4 Jedih 1024:

TL-SL3226P-Combo(config)# lacp system-priority 1024

5.4 lacp port-priority

a2 T HCE LACP i 554, B no & M IR EBIAE.

Cig

lacp port-priority pri

no lacp port-priority
ZH

pri Ui AR SE 2, BUE I 0-65535. ERIME A 32768.
K

B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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7~
im0 1-3 [ LB 2 E Y 1024
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/1-3
TL-SL3226P-Combo(config-if-range)# lacp port-priority 1024
Wi 1 4 13w AL 20 E Y 2048:
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/4

TL-SL3226P-Combo(config-if)# lacp port-priority 2048

5.5 show etherchannel

Zan 2 H T BoRIERAFE.
[ig
show etherchannel [ channel-group-num ] { detail | summary }
¥
channel-group-num — J_RAHH 5, FUATEH 1-8. ZSHEAR, BRra4rER.
detail — F#RfE L.
summary —— fER(E R
B
RO A BT TiE B AR X
A~

ENERA 1 VRS R

TL-SL3226P-Combo (config)# show etherchannel 1 detail

5.6 show etherchannel load-balance

i & T R S B i R
[ile
show etherchannel load-balance
B
R BN BT A e B AR X
~pl

BN A

TL-SL3226P-Combo (config)# show etherchannel load-balance

31



AL A AT A

5.7 show lacp

P4 I T SR AL LACP 5 8.,

Cig
show lacp [ channel-group-num ] { internal | neighbor }
¥
channel-group-num — 5, BUETEH 1-8. ZSHEE R, SR LACP M4
HIfE B
internal —— A LACP 15 H..
neighbor —— X}ty LACP 15 ..
K
RO A BT TiE B AR X
A~

BRIEERA 1 KA LACP (55

TL-SL3226P-Combo (config)# show lacp 1 internal

5.8 show lacp sys-id

Zian 4 T 2R LACP 24562 -

[ile

show lacp sys-id
B

RO A BT TS B AR X
~pl

Z78 LACP 244k

TL-SL3226P-Combo (config)# show lacp sys-id
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F6E MIoEHEREMS

FIPBE B R BLE T Web . CLI 8% SSH 75 U sRASHMUI AT (5 2, BLE BRI SSHAUEC B /T H

6.1 user name (password)

%A

[ile

B

L

é\
St

I8 P K™ BUE S AR IR K™ (45 2. "B ) no & F TR A7 A2 R
1o b i T DASE OO 8 S s P 8 S R

user name name [ privilege admin | guest | password { [ O ] password | 7

encrypted-password }

no user name name

name — M4, 1-16 M7, Hg T, SO RAT RIZA .
admin | guest—— H KA, admin: BHELGL, W DGR, BSCREE BITE AR DIRE
FLE; guest: SZIRA /', NAEAEIRERCE, THRGMBAIEE. WA, B
AN admin,

0 —— —FinERA, FoREe IR EM AN BA AT INE %05, 0 BRI AL,
password —— FH S SREM, B 1~31 NERFAR, FEX KNS, RVFRAST.
FLFRE NRIERA AR R AT (18%'()*,- D -

7 —— —HOINEERAL, ROREE R BN AT I X RN RS, SR B ALK

=3

5 o
encrypted-password —— [ 5& K FE (4 S RIS B35S, w] DA A A2 AL i &
SRR BE T INEELL S, SR PR, BRI A N R S
TN B

4Ry B AR

1. WUIRAEUEIC & B RS AR I %S, (HiEid service password-encryption fir 4 i
M T &R INE DR, A AN LD B SO A i 3 AR 22 o A X FR A% =X

2. wRARE Telnet 5 Console HIHERE ¢ FAZHMLA) 1T H 7 %Y, A58
B W 4 anEs:, JEH, HPBOERESHALN, = Em AR E N,

33



WIERZHHL AT

NG
AIIF R F—A 4408 tplink, #5653 9 AN E K admin R BE 51K 7 -

TL-SL3226P-Combo(config)#user name tplink privilege admin password 0 admin

6.2 user name (secret)

% H ?ﬁbﬂ*/\%‘ﬁﬂﬂF‘W{iF‘ BB CAFAE TR K 4R S, "B/ no a4 T TN BR CAFAE R K
Fo it 4 TT LUS ] MD5 I S in & F s Sk .

[ile

user name name [ privilege admin | guest ] secret { [ O ] password | 5

encrypted-password }

no user name name

name — M4, 1-16 M7, Hg T, SO RAT RIZA .
admin | guest—— H KA, admin: BHELGL, W DGR, BSOEE BITE AR DIRE
BCE: guest: ZIRFAF, (VREAEIIREACE, TAGREAEE. WA e, BRIAH -
A9 admin.
0 — —MnE KA, FoRFE T RFEMABA BATINE RS, 0 AEAINE LA,
password —— F UG ERS, B A~31 MERFAMN, BEBX RN, RVERmARCE.
P TR FRIZASPRRR R (8% ()%= 01D - B3 A 78 22 e p L e B SO A T
79 MD5 & 4% X
5 —— —HINE A, FoREETORT EM AT MD5 N Y, R KT
[ 7€
encrypted-password —— [ 5 B FI4R X FR 028 B 5, ml DL A AS b L il B
AR EHIR. KB CINEEN G, AN R, 7 A R R4
TN 1R 25

B
4 R Tie B AR

i
1. H4[EKAEE T user name (password)fl user name (secret)iir &Hf, RAR/GHE

(2R A R
2. WREAET Telnet 5% Console HHEEE 5% FAZHALII LHT FH P 30, 8458 H#t
B W 2 anEs:, JFEH, HPBOOERESHALN, &EmAHRE NN,
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NG
NI —AE LG, H P 4208 tplink, Z5ES AN (1) admin, M2 RS TEAS Al
e B SR LA MD5 A% 2 B

TL-SL3226P-Combo(config)#user name tplink privilege admin secret 0 admin

6.3 user access-control ip-based

a2 TR AT IP kR SR, AT AT R IP B e A T BT TR ARSIl e
no 4 HI B F - B 4 PRl o

Cig
user access-control ip-based { ip-addr ip-mask } [ snmp ] [ telnet ] [ ssh ] [ http ]
[ https ] [ ping ] [all ]
no user access-control

¥
ip-addr / ip-mask —— Y5 IP Huhb AT IP fE65 . RAG AT BT IP B A5 4 4 a] BAT 1) A
LA
[ snmp ][ telnet][ssh][http][https][ping]]all] Vi D . BRI TR
FHIX LR,

B
2 R B AR

7~

JA 1P ikt A 192.168.0.148 ) & 3B il :
TL-SL3226P-Combo(config)# user access-control ip-based 192.168.0.148

255.255.255.255

6.4 user access-control mac-based

22 M R AT MAC hEf) B 0y IR, A Fo v i i i) MAC stihitisiid Web 5 il S84l .
kg

user access-control mac-based { mac-addr} [ snmp ][ telnet] [ ssh ][ http ][ https ]
[ping][all]

no user access-control

mac-addr — 5 MAC Hilit. RA A Z MAC Hihk (35474 7] LT i) A58 el o
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B

NG

eVl N . BN A

[snmp][telnet][ssh][http][https][ping][all]
FIX 4 M,

4Ry B AR

J& 1 MAC Hitik 24 00:00:13:0A:00:01 F -5 173 B il -

TL-SL3226P-Combo(config)# user access-control mac-based 00:00:13:0A:00:01

6.5 user access-control port-based

i A TR P T 0 LR S BR A, R SO VR SEAE Pk 11 _E A LB WEB U5 7 52 bl o

Cig
user access-control port-based interface { fastEthernet port | gigabitEthernet port |
range fastEthernet port-list | range gigabitEthernet port-list } [ snmp ] [ telnet ] [ ssh ]
[http ] [https ] [ping ] [all ]
no user access-control

ZH
port —— LUK M5 15
port-list —— VUKM i 513, % $EE 5 i H .
[ snmp ][ telnet][ssh][http][https ][ ping][all] feevim . BN TE
R ez .

B
4 JRi e B R

A~
Jei 1 2-6 A 11 B 43 B 1)
TL-SL3226P-Combo(config)# user access-control port-based interface range
fastEthernet 1/0/2-6

6.6 telnet

Zan A T Telnet B IAEMITFIE M H], telnet enable kP ThikE, telnet disable 7 [H1h

ft. ERIIRE A enable.

[ile

telnet enable

telnet disable
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S

2R E A
7~

% Telnet ThAE:

TL-SL3226P-Combo(config)# telnet disable

6.7 show telnet-status

AT 5 Telnet IRERC BE B .

LilSe

show telnet-status
B

RO A BT TiE B AR
R~

7R Telnet ThEE 2 73 A H:

TL-SL3226P-Combo(config)# show telnet-status

6.8 show user account-list

AT R TN NIV SR TIE
[ile

show user account-list
B

R BN BT A S B AR X
~pl

R HT KB

TL-SL3226P-Combo(config)# show user account-list

6.9 show user configuration

N

kg

show user configuration

B
R R BT E B
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i
SR P AL

TL-SL3226P-Combo(config)# show user configuration
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$FT7E HTTP A HTTPS Bc B4

7£ HTTP(HyperText Transfer Protocol, & 3 A% 4 030 5 # HTTPS(Hyper Text Transfer Protocol
over Secure Socket Layer, %2852 P SCARE RO FHEIT, 0T BUEE—ANFRAE R
A E A L. HTTP & H T A3 FA S B SUA N ML

SSL(Secure Sockets Layer, ‘% 2EHE) & — MW, BoOET TCP MM ZE (4 HTTP)
PRt e iR . SSL R FHAEXRINE A, FHEHXEATE BINE/RE, FHNE A (B
TAEUER D F— MR B. VIMEE Z BN A BIARRES (AZAUET) XA, HP
A DU IR % B T\ Tl e B B X

7.1 ip http server

e T ARIT A HTTP IRS-4:Th6E, B/ no e T2 ZIhaE. BUATE LT B H kT fg.
HTTP A1 HTTPS Jik 55 &5 A e [F I 25 H

[ig

ip http server

no ip http server
B

2 R B AR
7~

K HTTP jge:

TL-SL3226P-Combo(config)# no ip http server

7.2 ip http max-users

Z % H TR B A VRERBIHTTP R S 23 1B K 4, B finodr 2 F T B0 BRI o
w4
ip http max-users admin-num guest-num

no ip http max-users

admin-num ——UE B 0 B4 B 3 HTTP IR 3 i REcE, JulM 1 3] 16, &3
RV SR Z T 16,

guest-num ——{EVi & 54y Sk B HTTP Ik 554 s K&, JERIM 0 2 15, & B S Al
ViR LA EN N T 16,
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B
A R B
i
L E ARV 5 BB HTTP JIRSS BRI RS A 5 A1 3:

TL-SL3226P-Combo(config)# ip http max-users 5 3

7.3 ip http session timeout

Zar S THE HTTP 55 & ERGE I Al B no fiv & m MK ) BRI I 1], BRA
RO I TR) D 10 204k
ik

ip http session timeout minutes

no ip http session timeout

¥

minute i), T 5 F] 30 43k, BRIMNHIL T, %15A 10.
e

LRI B
P

FCE HTTP JEBSEIT IS 8]y 156 738t

TL-SL3226P-Combo(config)# ip http session timeout 15

7.4 ip http secure-server

Zan AT 2RI A SSL Yifg, EM no A T2 ZIhRE. BRIESL RS FHILIhRE. HTTP A1
HTTPS k%25 AaelRImT 25 H .

[ig
ip http secure-server
no ip http secure-server
B
4 JRi e B R
7~
4 A K SSL Djfig

TL-SL3226P-Combo(config)# no ip http secure-server
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7.5 ip http secure-protocol

Zan S HTFECE SSL U RA, B no i HTIKEBRIN SSL iiiA . BANENL T, HHLHE
SSLv3 F1 TLSv1.

4
ip http secure-protocol {[ssI3 ][tls1]}
no ip http secure-protocol
Z2H
ssl3 ——SSL 3.0 il
tls1 ——TLS 1.0 #hil.
B
2 R B AR
7~

P B SSL &R FHIHy SSL 3.0:

TL-SL3226P-Combo(config)# ip http secure-protocol ssI3

7.6 ip http secure-ciphersuite

%2 F T B AN LSRR SSLERMIF RSB, B no fr 2 H T IKE BN E LB

kg

ip http secure-ciphersuite { [ 3des-ede-cbc-sha ] [ rc4-128-md5 ] [ rc4-128-sha ]
[ des-cbc-sha ]}

no ip http secure-ciphersuite

ZH
[ 3des-ede-cbc-sha ] [ rc4-128-md5 ] [ rc4-128-sha | [ des-cbc-sha] —#& & SSL i
i FH s A R L
BOATEIL T, S SCH T X LB A
B
4 JR e B AR
il

lCE SSL &EHAE 2 ig £ A 3des-ede-cbc-sha:

TL-SL3226P-Combo(config)# ip http secure-ciphersuite 3des-ede-cbc-sha

7.7 ip http secure-max-users

ity & TR B AUVEE T HTTPS IS5 S0 A R P8, 0 no fir & Fil T B ).
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Cig
ip http secure-max-users admin-num guest-num
no ip http secure-max-users
¥
admin-num —— UV EE 01 B 0 5 5% B HTTPS IS #3 e K8, a1 ) 16, & EE
NI R S Bz AT 16.
guest-num ——{EVi & G B B HTTPS IR 45 s i K%z, UM 0 2] 15, & 5K
A7 2 B B BN AN 16
B
4 JRi e B R
7~

Wi BB LRIV 2 5 1 B HTTPS IR 5548 s Ky 5 1 3:

TL-SL3226P-Combo(config)# ip secure-max-users 5 3

7.8 ip http secure-session timeout

Zar A F T ECE HTTPS RS 38 (R I R] . B no 4 T DAYKE ) BRIAAEE RS B 1), BRIA
OB IS [R) 24 10 20
il

ip http secure-session timeout minutes

no ip http secure-session timeout

28

minutes —— I A], YEEM 6 2 30 04, BOATEOL T, %{EN 10,
B

4 R B A
R~

Fo B HTTPS JERE I I 7] 15 734t

TL-SL3226P-Combo(config)# ip http secure-session timeout 15

7.9 ip http secure-server download certificate

%4 H Tl TFTP 77 § A SSLEF.
Lile

ip http secure-server download certificate ss/-cert ip-address ip-addr
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Z2¥
ssl-cert —— WEFEE T ANH) SSLAEFAFK, A 1~25 D54F. E 42000 BASE64
ks .
ip-addr —— TFTP JiR5545 1) 1P Hikik. SZ4F IPv4 Hudik. 540 IPv4 thii: 192.168.0.10.
S
4 JR e B AR
7~

It 1P ik 192.168.0.148 1) TFTP %545 5 A4 4 ssl.cert 1) SSL iiE 13:
TL-SL3226P-Combo(config)# ip http secure-server download certificate ssl.cert

ip-address 192.168.0.148

7.10 ip http secure-server download key

Zr 2 M Tl TFTP J7:0% A\ SSL % .

LilSe
ip http secure-server download key ss/-key ip-address ip-addr
¥
ssl-key —— LEFEF AW SSL HH A AFR, ATHIA 1~25 DR, BHLAUN
BASE64 %1% 3.
ip-addr —— TFTP AR5 4510 IP Hihik. SCRF IPv4 Mtk 440 IPv4 $idik 192.168.0.10.
B
4 e B A X
~pl

i 1P #hikkA 192.168.0.148 (1) TFTP %548 F A\ 4N ssl.key [1) SSL % 41:
TL-SL3226P-Combo(config)# ip http secure-server download key ssl.key

ip-address 192.168.0.148

7.11 show ip http configuration

P AR EAR N HTTP RSB E (8, GRS, P, SO 8
2 R R B B [ 55

4

show ip http configuration

B
R R BT E LA
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A~
B HTTP e s5 S Bl B .

TL-SL3226P-Combo(config)# show ip http configuration

7.12 show ip http secure-server

N

%

#r TR SSL K4 R B 15

ot

LilSe

show ip http secure-server
B

R BN BT A S B AR X
R~

E7~ SSL &R EAE -

TL-SL3226P-Combo(config)# show ip http secure-server
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B8E HESRIMEML

VY 7eghsE DhRe nT LK Rds X i E LAY 1P ik, MAC Hbhib. VLAN Fu H3E7465%, ARP B D)
REAS 8 DU T 48 5E 2% H o Bt kA7 g

8.1 ip source binding

2 M+ T30 IP-MAC-VID-PORT MU e s H o R O B4R 1 R i AL - 1A
KAFE, G IP Hiklb. MAC thlib. VLAN DURE#Eu 15, v LAFEh I nshE .

kg

B

ip source binding hostname ip-addr mac-addr vlan vid interface { fastEthernet port |
gigabitEthernet port } { none | arp-detection | ip-verify-source | both } [ forced-source
{ arp-scanning | dhcp-snooping } ]

no ip source binding index idx

hostname — TRESEMENL, 1-20 DMF4F.

ip-addr —— Y5 IP Huudil,

mac-addr —— 5 MAC il

vid — TEGR5E K VLAN, BUHETEFE 1-4094.

port —— 5 EYRE AL L 115

none | arp-detection | ip-verify-source | both —— %% H #47 ) ACL 3h1E,
arp-detection %7~ ARP [i$"; ip-verify-source %7 IP JEFi$7; both x4
R none R AN BT

arp-scanning | dhcp-snooping A] 1% 244 forced-source H T 54 #ids in 2% H (1)
KI5 M manual &N arp-scanning I # dhcp-snooping, LA#Ei{l arp-scan B
dhcp-snooping WMk s H, A EF3h98 € 2% B il ARAFILE

idx e BB HFS. a4 show ip source binding $RHL % 4% H %
MFs. R, XEMFSREZAEESERF TS, SERNA—E %0 -
N BB IE Y, T A2 o 1% 2k B AER e R P 1 sebr v 5

4 R B AR
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NG

Famm—xWNxghEskH, EHP4EN hostt, IP ikl 192.168.0.1, MAC il
00:00:00:00:00:01, VID &2, %iiH54 5, JFZ%%H R BT ARP Bif:

TL-SL3226P-Combo(config)# ip source binding host1 192.168.0.1
00:00:00:00:00:01 vlan 2 interface fastEthernet 1/0/5 arp-detection
M ERgE e & 758 5 1 IP-MAC -VID-PORT % H:

TL-SL3226P-Combo(config)# no ip source binding index 5

8.2 ip source binding index

Zan % AT C A IP-MAC-VID-PORT VU tsfE 2% H -

kg

B

NG

ip source binding index idx {hostname hostname | mac mac-addr | vlan vian-id |
interface { fastEthernet port | gigabitEthernet port } | none | arp-detection |

ip-verify-source | both }

idx e BB A% H P 5. Alff a4 show ip source binding 3RHU#%2% H Xt
MNEFS. R, XEANFSRBZLABAESERTHTS, MERNA—E %M
FEI NN BIGEIE R, T B H G E LT L F 5.

hosthame — HEBKHI TN, 1-20 DMF4F.

mac-addr —— i MAC il

vian-id — T EAZNH VLAN, BUEER 1-4094.

port —— T EAE R A HA L 5 o

none | arp-detection | ip-verify-source | both —— %4 H #4417 ) ACL 3h1E,
arp-detection 7~ ARP [i#7; ip-verify-source %7~ IP Y537 both FxH R #152E
;. none AN HBIP

4Ry B AR

BR&BEF SN 1, FHEN tp-link FITc4k e 4 H

TL-SL3226P-Combo(config)#ip source binding index 1 hostname tp-link

46



AL AT A

8.3 ip dhcp snooping

iZfr 4 M T4 RIF S DHCP (i3, ‘& no fi4 il T-45H] DHCP Snooping. j&it DHCP fiilf
TyRE, SEHHLAT AT A S A o 1P LA R, SR R it SEALI 1P Huhk . MAC Hudi
VLAN DA b V(5 8, [ 3ET I TR 405E .

LilSe
ip dhcp snooping
no ip dhcp snooping
B
4 JeyiC B A
R~

45713 DHCP Snooping:

TL-SL3226P-Combo(config)# ip dhcp snhooping

8.4 ip dhcp snooping global

%4 F-F DHCP Snooping & RBLE, ‘B no e H FIREERNE & .

e
ip dhcp snooping global { [global-rate global-rate] [dec-threshold dec-threshold]
[dec-rate dec-rate] }
no ip dhcp snooping global

ZH
global-rate —— “JRiiELEH], BCE I SLVFH K DHCP JE R HI%H , i
FIER g £33, "IN 0. 104 20. 30. 40. 50, H.fii pps (packet/second). Zk
WEN O, FoRtk
dec-threshold —— Decline {f47 B{E, i B fil k4% € Ui I Decline £R47 f7 7 1) Decline
W E/NAE, A& 0. 5. 10, 15, 20, 25. 30, H#.fi7 pps (packet/ second).
BUMERN 0, RREE
dec-rate —— Decline {3t &R, Wit 1 Decline ¥ /5. &8 H BRI, IR HH D2
1R i 10 PR ) ¥ B i fE, ATaE WA 5. 10, 15, 20. 25. 30, A7 pps
(packet/second). ZRIME N 5.

B

4 R B AR
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i
fic & DHCP Snooping 4 /=it &5 #4124 30 pps, Decline {13 ®{E 4 20 pps, Decline {#
PR IRAE N 20 pps:

TL-SL3226P-Combo(config)# ip dhcp snooping global global-rate 30

dec-threshold 20 dec-rate 20

8.5 ip dhcp snooping information option

%4 T 72 DHCP Snooping ¢ Option 82 I, ‘& no 4 T35 Option 82 ThfE .
[ig

ip dhcp snooping information option

no ip dhcp snooping information option
B

2 R B AR

i
JJ5 DHCP Snooping ff] Option 82 Tht:

TL-SL3226P-Combo(config)# ip dhcp snooping information option

8.6 ip dhcp snooping information strategy

% TR USRI B 7 Option 82 3R TS KAk SCHIMC B ALK, "B no i TR E B
LI

[ig
ip dhcp snooping information strategy { keep | replace | drop }
no ip dhcp snooping information strategy
¥
keep —— fR¥EFIZIRSCH ) Option 82 E AL HHEATH A« BRINIETI
replace —— % B it B (K 1H 76 ) Z83H 78 Option 82 i&I7, 3% ¥t 4 J5E 4 i) Option 82
EIBEAT R A
drop — EFiZR L.
K
2 R B AR
A~

RSB 137 SRR SCHY Option 82 15U oy HI H € SCHIRIRN 2, FFEATHOK -

TL-SL3226P-Combo(config)# ip dhcp snooping information strategy replace
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8.7 ip dhcp snooping information remote-id

%4 T E Option 82 ) Remote ID TiEI A% . no i M Tk E ZRINE .

ip dhcp snooping information remote-id string

no ip dhcp snooping information remote-id

Z2H

string —— FH 7 E € X E ) Remote ID TN 2. KEH 1-32 NFRF.
B

4 e e B A
7~

fic & Option 82 f¥] Remote ID £ A tplink:

TL-SL3226P-Combo(config)# ip dhcp snooping information remote-id tplink

8.8 ip dhcp snooping information circuit-id

Z A M T E.E Option 82 ) Circuit ID AN % . no fir A H Tk 2 BRIAE .

ip dhcp snooping information circuit-id string

no ip dhcp snooping information circuit-id

¥

string —— F 7 H & XL E Y Circuit ID FIETAE . KEHN 1-32 NFEFRF
K

4 JR i B A
il

fi & Option 82 f{] Circuit ID Ti£Iji A tplink:

TL-SL3226P-Combo(config)# ip dhcp snooping information circuit-id tplink

8.9 ip dhcp snooping trust
% fn % F TG B i O RAE R RAG A RE Rk B DHCP RS s im s e, B no
A F T B #4511 e &
w4
ip dhcp snooping trust

no ip dhcp snooping trust
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B
B O AL B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

P

J FA A ity 11 2 99345 o 1«
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# ip dhcp shooping trust

8.10 ip dhcp snooping mac-verify
Zam 4 T8 Fim H ) MAC B8iEDhRE, €1 no fr4 H T 45 H MAC k. DHCP i 8 A A~
BoArtigAE 2 P it MAC ik, MAC B60E D) RE 22X X AN BOdEAT ELEL, ASRANE, PRI B £ 5.
[ig

ip dhcp snooping mac-verify

no ip dhcp snooping mac-verify
B

B0 A B 2 X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Nl
Ja A 2 (1) MAC Bk Rg :
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# ip dhcp snooping mac-verify

8.11 ip dhcp snooping limit rate
Zam A TR E i AR E ], R E R DHCP B =5, &1 no & HTE
BN E .
w4
ip dhcp snooping limit rate value

no ip dhcp snooping limit rate

i AR H], ATIETN 04 5. 10, 15, 20. 25. 30, Hifii pps (packet per
second). BRINMEN 0, FIRZEH.

value
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S
¥ O & Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

P O 2 LR HI1A 20pps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# ip dhcp snooping limit rate 20

8.12 ip dhcp snooping decline

Zan A H T 5 Fi 1) decline fiiWr ThRg, &1 no iy H T25H decline 1T,
w4
ip dhcp snooping decline

no ip dhcp snooping decline

S
O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

J& Fil 2 ) decline Wil DI e :
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# ip dhcp snooping decline

8.13 show ip source binding

%42 T 57 IP-MAC-VID-PORT VU tghE % -

LilSe

show ip source binding
B

e A BT TiE B AR X
R~

{7~ IP-MAC-VID-PORT PUjcghE 3

TL-SL3226P-Combo(config)# show ip source binding
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8.14 show ip dhcp snooping

4 FF 7~ DHCP Snooping 4 ATR#&E &

LilSe

show ip dhcp snooping
B

R BN BT A S B AR X
R~

i 7% DHCP Snooping M4 RIRASME B

TL-SL3226P-Combo(config)# show ip dhcp snooping

8.15 show ip dhcp snooping information

iZ 4 H T &7~ DHCP Snooping ff] Option 82 &It & .

N

[ile

show ip dhcp snooping information
B

RO A BT TS B AR X
R~

7 DHCP Snooping ] Option 82 J& AL & :

TL-SL3226P-Combo# show ip dhcp snooping information

8.16 show ip dhcp snooping interface

%4 T 27~ DHCP Snooping i 1 & 15 B .

[ile
show ip dhcp snooping interface [ fastEthernet port ] [ gigabitEthernet port ]
¥
port —— ZZHHLIm 1, A I SR P i I EAE R .
B
R B BT A e B AR K
R~

&7~ BT 5 1) DHCP Snooping Fit & 15 .

TL-SL3226P-Combo# show ip dhcp snooping interface

52



AL A AT A

9% ARP iR E M4

B ARP 3B D)y T LA X6 JRy s i) w3 AL 8 0 SR A o 1) N B0 55 ARP SR B2t AT B 37, A3 283l
SRR ) ARP B o

9.1 ip arp inspection(global)

Zan 2 HT2RITE ARP Fid, ‘B no fir & M T-45H ARP B LifE.

[ile
ip arp inspection
no ip arp inspection
B
4 e B A X
~pl
257t ARP B

TL-SL3226P-Combo(config)# ip arp inspection

9.2 ip arp inspection (interface)
0 & TR O ARP B DhiE, 10 no 44 i 7441 ARP I it
w4

ip arp inspection

no ip arp inspection

B
O AL & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

JF e 1 2-6 1] ARP B4 e :
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/2-6

TL-SL3226P-Combo(config-if-range)# ip arp inspection
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9.3 ip arp inspection trust

a2 M HCE ARP B 5 Eim 1, B no ar & M TSR EEm D53, LB . % i
DA LAG iy I &5 Re ik 1 35 NG B 915 A3 H o £EJ5 B ARP 3 DhRE 2 7T, NSEACE ARP (S 1F
B, PRSI H RS

Cig
ip arp inspection trust
no ip arp inspection trust
B
O AL & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
A~

Fic B vt 11 2 9 ARP B4 45 AT vty 1«
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# ip arp inspection trust
9.4 ip arp inspection limit-rate

% F T B ) ARP BBEIE R, B/ no dr & I E BRAGEEHE R .

ip arp inspection limit-rate value

no ip arp inspection limit-rate

ZH
value — HHEEZAE, HUEVERE 10-100, $.47 pps (packet/second). ERIMEN 15,
K
B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

Fu 1 5 1) ARP 3 E 2 15 E l 50pps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# ip arp inspection limit-rate 50

9.5 ip arp inspection recover

2 TR AT ARP IR 5 KRy ARP #RIREs
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Cig
ip arp inspection recover

B
O AL & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

¥ 5 MRy ARP B RORAS -
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)}# ip arp inspection recover

9.6 show ip arp inspection

%2 M T 2R ARP it &R E, B ARESAME i 1513 .

LilSe

show ip arp inspection
B

RO A BT TiE B AR X
R~

Z7~ ARP B4z R iC A -

TL-SL3226P-Combo(config)# show ip arp inspection

9.7 show ip arp inspection interface

Zmr AT EoR ARP B D ELE S R .
[ig
show ip arp inspection interface [ fastEthernet port ] [ gigabitEthernet port ]
ZH
port— AL 115, BRI T B A i RS S
K
R B BT A e B AR K
7~

R P A v ) ARP B4 G B4 B

TL-SL3226P-Combo(config)# show ip arp inspection interface
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PR 2 L

TL-SL3226P-Combo(config)# show ip arp inspection interface fastEthernet 1/0/2

9.8 show ip arp inspection statistics

Zan 2 H T 5oR ARP AR5k S i

LilSe

show ip arp inspection statistics
B

R BN BT A iE B AR K
~pl

278 ARP JRVER LS 1

TL-SL3226P-Combo(config)# show ip arp inspection statistics

9.9 clear ip arp inspection statistics

a2 H Xt ARP ARG TR % o

LilSe

clear ip arp inspection statistics
B

e A BT TS B AR X
R~

% ARP JEVER S el 7 %

TL-SL3226P-Combo(config)# clear ip arp inspection statistics
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FB10E IP FERP <

1P YRI5 T IP-MACHRE 2% H i JEIP Ba 6, AW 2 IP-MACHRE FUU AIEEE IS0 A Repi db B,
M AT DA ey it S A 3R

10.1 ip verify source

i F T BC B E i Y 1P BT R, B no @ AR UL T RE

ip verify source { sip | siptmac }

no ip verify source

¥
sip SRR 1P ik Al 1 FF & DU o0 15 B B BE 4.
sip+mac FALHEYR 1P ik, 5 MAC bt Al L8754 DU e db e 5 2 B .
B
O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
A~

JA F s 1 5-10 f) 1P PR3 heErT . BCE PG I R 2O SR EE 1P ik, ¥ MAC kA1
it 15 VLT IP-MAC 45 5 #H I A e 0.«

TL-SL3226P-Combo(config)#interface range fastEthernet 1/0/5-10

TL-SL3226P-Combo(config-if-range)#ip verify source sip+mac

10.2 show ip verify source

Za A LA R 1P JER I E A S

LilSe

show ip verify source
B

R BN BT A iE B AR X
R~

s P JREG R EAS B

TL-SL3226P-Combo(config)#show ip verify source
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$¥11%Z DoS fiir4r4

DoS Hili & fi M 2% th Buadi # BE A P 1) B s EAURIE KBRS ER, GRS T,
H1 DoS BiitrThae e, SCHbUR SR iSRS B ARy 52 T BORATRENT, JREI R IR Le(E BE L4
it AT PRI JES 3 A ) 1 H 18 4T

11.1 ip dos-prevent
iz M T4 )R A H DoS Bi4PThRE, B/ no fireH 145 H] DoS B4 IIge.
kg
ip dos-prevent
no ip dos-prevent
B
4 Jeyic B A
R~
4= J5 J5 H DoS B4 e

TL-SL3226P-Combo(config)# ip dos-prevent

11.2 ip dos-prevent type

a2 T )5 H DoS Bradili# 284, &/ no dir4 H T4 HIAH R B4 28
[ile

ip dos-prevent type { land | scan-synfin | xma-scan | null-scan | port-less-1024 | blat |
ping-flood | syn-flood }
no ip dos-prevent type { land | scan-synfin | xma-scan | null-scan | port-less-1024 |

blat | ping-flood | syn-flood }

land — Land Xt

scan-synfin —— Scan SYNFIN Hif.

xma-scan —— Xma Scan il

null-scan —— NULL Scan %(i.

port-less-1024 —— JEf F1/NF 1024 () SYN 3o
blat —— Blat %,

ping-flood —— Ping flooding X .

syn-flood —— SYN/SYN-ACK flooding it .

58



AL A AT A

B
A R B
P
i i Land Xcafi B o

TL-SL3226P-Combo(config)# ip dos-prevent type land

11.3 show ip dos-prevent

Widn 4 FIT R DoS Blibiyn & BRE 8, @R ARG, BB e, Bakssites.
kg

show ip dos-prevent

A
RN T4 L B

il
575 DoS Hiti i 7 4 R B ELA 2

TL-SL3226P-Combo(config)# show ip dos-prevent
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123 |EEE 802.1X it B4r4

IEEE 802.1X HEJN RN THEHIR BEUETh BE,  FFARIEAUESS SR 32 32 1 KBRS BEAT 141,
F2FE T LAK I P DIE AT 22 48 5 T ) 1) AL

12.1 dot1x system-auth-control

Zar A T4 /IT ) |EEE 802.1X Thfg, © M no frdH T25F IEEE 802.1X Tifg.
i

dot1x system-auth-control

no dot1x system-auth-control

B
A R B

A~
JFJE |EEE 802.1X Jyfit:

TL-SL3226P-Combo(config)# dot1x system-auth-control

12.2 dot1x auth-method

Zan A HTECE IEEE 802.1X KIIANUET V%, B no i H TR E BRABLE .
e
dot1x auth-method { pap | eap-md5 }

no dot1x auth-method

S
pap | eap-md5 —— NIE 7. %% pap I, i SACHNLZ [\E4T EAP WML, %2
ALK EAP Tl B A H B AE MY (0 RADIUS), 4% FHAES B AF RS 5
A, HHF eap-md5 B, MG WIEIRS %5 2 (011217 EAP P, EAP i 425 A
EEE, Bz UK ERL S SRR (1 RADIUS), DU 551 % 1 9 2% Bk A
WEMRS 2% BRIAETTA eap-md5.

B
4 R B A

7~

BE IEEE 802.1X W\IE /15N pap:

TL-SL3226P-Combo(config)# dot1x auth-method pap
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12.3 dot1x guest-vian(global)

1“4 T4 RFF)H Guest VLAN IhEE, 'E/) no fr4 F T4 A2 H Guest VLAN IjjfE .
fré
dot1x guest-vlan vid

no dot1x guest-vian

2%
vid —— JiiHl Guest VLAN [t VLAN ID, HU{H7E 1~4094. Guest VLAN (¥l ] LL
7 I8 R 19 288 B o

B
4Ry ic B AR

il

J3 F VLAN 5y Guest VLAN:

TL-SL3226P-Combo(config)# dot1x guest-vian 5

12.4 dot1x quiet-period

Zr 4 1T P/ IEEE 802X KM ERINAL, B0 no fr 4 11 F 3K % .
w4
dot1x quiet-period

no dot1x quiet-period

A
ERREB

A~
JFJE |EEE 802.1X i BRIt

TL-SL3226P-Combo(config)# dot1x quiet-period

12.5 dot1x timeout

Zom A T RCE BRG0P i RN NG, B no A TR E BRI E .
[ile

dot1x timeout { quiet-period time | reauth-period time }

no dot1x timeout { quiet-period | reauth-period }
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B

R~

quiet-period time —— FHERIIC. F P NIERMUS, 7EFHBRIS [ P9 A FARER [R) —F 7
(1] IEEE 802.1X NiEiF K. HUEEHE 1~999 (F0), ERIME N 10.

reauth-period time —— 75 /= iy W8 f I, RIDAE B L 48 AR 2 = i e 7 (14 3 K S 45 T
)0 A5 S HAAEBOE I T N A W% o i R, BRI BUETER 1~9 (B,
BRINE R 36

4 R B AR

WEFER Ky 12 .

TL-SL3226P-Combo(config)# dot1x timeout quiet-period 12

12.6 dot1x max-reauth-req

i M T H B2 7 i SRR OSCE R ORIEREL B/ no ar @ I IR BRI .

[ig
dot1x max-reauth-req times
no dot1x max-reauth-req
ZH
times WAESR S B K E B AGR R EL, BUETER 1~9 (XD, BRIMEN 3.
K
2 R B AR
7~
BCE K RIEIRECN 5:
TL-SL3226P-Combo(config)# dot1x max-reauth-req 5
12.7 dot1x
Zfr % T IT A s 1 ) IEEE 802.1X R¢fE, B/ no 4 F 145 Fl s 1 |IEEE 802.1X .
Cig
dot1x
no dot1x
B

O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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A~
JEE T 1 1) IEEE 802.1X 1

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1

TL-SL3226P-Combo(config-if)# dot1x

12.8 dot1x guest-vlan(interface)

Ztr A T IF S 5 C 1 Guest VLAN ZhfE, ‘B no #r4FH T-25 H i 111 Guest VLAN Ihfg. #JF
Ja v ) Guest VLAN IJRERT, 15 Bl PR AH N 3w 082 A2 #1128 84 port-based, # Il dot1x
port-method-

Cig
dot1x guest-vian
no dot1x guest-vian
B
O AL & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
A~

FFJa Ut 2 1) Guest VLAN Thg:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if}# dot1x guest-vian

12.9 dot1x port-control

a2 M HCE IEEE 802.1X E#E % i H AR AIZHIRE N, S/ no e T IKREVNLE .

dot1x port-control { auto | authorized-force | unauthorized-force }

no dot1x port-control

2
auto | authorized-force | unauthorized-force —— % #I#i, A auto (HZh).
authorized-force (38 L iAIE) . unauthorized-force (i AIAIE) =AMk, % $% auto
B, OB TIE; %3 authorized-force B, i LIASFEE BRI A5 ] P 2% k4%
unauthorized-force i}, i 7K TCVEE T IAIE. BRAAETTN auto.

B

B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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7~
BB I 1 B NI R O ] E:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1

TL-SL3226P-Combo(config-if}# dot1x port-control authorized-force

12.10 dot1x port-method

Zan 2 M HCE IEEE 802.1X EHE % i H AR AIZHIZRA, &/ no fr & T IKRENLE .

dot1x port-method { mac-based | port-based }
no dot1x port-method

S
mac-based | port-based EHI2RAY, 4 mac-based (3T MAC) Al port-based (3
T Port) BANET. %4 mac-based i, Zui HIEREITA HENITIAME; &8&F
port-based f, %% FEFE 3N P B VR G, FAt A - 22 TEATIERD A] 17 1] X 45
BRINET N mac-based.

R
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

WE I 5 R ANFEHIZERY T Port AIIE:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# dot1x port-method port-based

12.11 radius

Za A T RS FEIR S 2R A S IEIR S 28 & NS AR AL GE IR 55 Sk . DUEIRSS 2%
AL AP ER, ORHP 4. B SEL TS8P A #2803,
% A RADIUS (Remote Authentication Dial-In User Service, EFEERR S H P IRS) RS we.

[ile

radius { [auth-pri ip] [auth-sec ip] [auth-port porf] [acct-pri ip] [acct-sec ip]
[acct-port port] [auth-key { [ O ] password | 7 encrypted-password } ] [acct-key { [ O ]
password | 7 encrypted-password } ]}

no radius { auth-port | auth-key | auth-pri | auth-sec | acct-port | acct-key | acct-pri |

acct-sec }
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ZH
auth-pri ip —— FINIERS 41 1P Hitik.
auth-sec ip —— & NIERSSER 1 IP Hidik.
auth-port port —— LRSS A 52 FEUIE AR 55 1 B WL 11 HU{EE B 1~65535, ERIME
N 1812,
acct-priip —— T RS A IP Hutik,
acct-sec ip —— HM i RIRSSA T 1P Hibik.
acct-port port —— T 9IRS AR SR AL BRSSP UG H . BUE T 1~65535, ERIAE
A 1813,
auth-key {[ 0 ] password | 7 encrypted-password } —— #ZH L Z%EH, R #HL 5 0k
S5
0: —MumE KA, FoRE T RFEMANBA AT INE ) ED, 0 AN HRA.,
password: FZPILEEH, W 1~31 MEFHM, ARV R SR, 5T
FFl,&<>\",
7. AN, ROREE TR T M AT I PRI BB, A A K ]
5E o
encrypted-password: [ € K FE I FEAT I X RO 2 (1 Y, w] DL AR A S LI E
B R
18 % & 1) password B encrypted-password 5 LU RN 8 B .
acct-key { [ 0 ] password | 7 encrypted-password } —— AL 354, B bl 5 R
% et B E
0: — i RAY, FoRE T RFERMNBA BATINE %S, 0 ABIAINE KA.
password: FZAFLZEH, W 1~31 DNFRFE, A RVFRIA R ST, JEET
FER,&<>\",
7. —MOINEESRAY, FOREE TR T EAMAN AT I NI 1B, SR A K ]
JE o
encrypted-password: [f] 7+ B AT IR %65, ] DU Al AZ e LA T
B R E
7 1% B ) password ¥ encrypted-password 3 LIS BRI 45 2 5w .
B
4 R Tie B AR
7~

WE ENIERS 40 1Ptk 10.20.1.100, #6554 0% %84 tplink:

TL-SL3226P-Combo(config)# radius auth-pri 10.20.1.100 auth-key 0 tplink
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12.12 radius server-account

wn 2 M R T2 R 585 TSR ZhRE, B/ no dr TR BRI Rg.

LilSe

radius server-account

no radius server-account
B

4 Jry e B A
R~

Ja Hih 2R Ty ge -

TL-SL3226P-Combo(config)# radius server-account
12.13 show dot1x global
Za A H TR 801X &R EE R
[ile

show dot1x global
B

RO A BT TS B AR X
~pl

EoR8 801.X &R EE B

TL-SL3226P-Combo(config)# show dot1x global

12.14 show dot1x interface

1Zdn 2 TR 801.X o LA .

—

LilSe
show dot1x interface [ fastEthernet port ] [ gigabitEthernet port ]
¥
port —— VLK 15 o S48 I 2= B A S 1 R ELAS R
B
e A BT T B AR X
R~

7R 801X iy HC EAS &

TL-SL3226P-Combo(config)# show dot1x interface
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Enu 1 8] 802.1X FLEAE B

TL-SL3226P-Combo(config)# show dot1x interface fastEthernet 1/0/1

12.15 show radius accounting

4 T iR RADIUS 12 IR S-SRI B S

LilSe

show radius accounting
B

R BN BT A iE B AR K
~pl

‘27~ RADIUS i1 3% e 55 2 BC AR S -

TL-SL3226P-Combo(config)# show radius accounting

12.16 show radius authentication

i 4 T o7 RADIUS AR 58 HORE BLAS .

LilSe

show radius authentication
B

e A BT TS B AR X
R~

‘27~ RADIUS AER S A BCE (S S -

TL-SL3226P-Combo(config)# show radius authentication
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F13F RGHELEWS

FG0H ELE BAZHNE B AMBAT AT 0 K08, IR S AT RS I e i Rt fit 5
o

13.1 logging buffer

Za A TR E RS HEZ WX G BRMASHZARE, BN no TR ARG HEZMX T
o MRAAIEARBS LIRS HERS B AR EE, A HEGFHAE 7 CRIAT DURAE R ANAS
FIff 7). HEZM XA H E 0. HEZMWXOEH THRA RS HEN PN, ZPX i
% B @1 show logging buffer fr & & F, (EBHEH)GXEEBKESER. RardH R E H
HEGMIX IR SHL

Cig
logging buffer /evel
no logging buffer

ZH
level —— F=E 5, 509 0~7 )\NEL, FollE/), KSR, R Rrgo
N EEET AR HEE BRI HEZEMIX . BUMEN 6, &om 0~6 BRI HE
FRESRAREIHEZMNX

B
2 R B AR

7~

JA I H & G2 XOF B E ™ E 509 5:

TL-SL3226P-Combo(config)# logging buffer 5

13.2 logging file flash

i T E RS HECHRPRE, BRI no fr & M TR ARG H ESCFThaE. HEXHE Flash
B —HAE G X . HE {5 BT @il show logging flash iy 4 A E, 16K JE JHXE(E R
AeER.

e

logging file flash
no logging file flash

A
ERREB
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NG
JA &g H A FThRg

TL-SL3226P-Combo(config)# logging file flash

13.3 logging file flash frequency

i & 11 B LA F A5 b X R R G5 H S SCHE L) flash MBI, B0 no fir 4 L F#RSL BRI
e
logging file flash frequency { periodic periodic | immediate }

no logging file flash frequency

Z2¥
periodic [F25 3, BUETEE 1~48 (), ERIMEN 24.
immediate —— {EZMTIX YRS HE AR 2% F AR flash . Bk AL
flash I Ay, DRIUEASHER (T
S
4 e e B A
7~

BEFD A 10 /N

TL-SL3226P-Combo(config)# logging file flash frequency periodic10

13.4 logging file flash level

P &AL R S E ORI AR SE, EH0 no 5 & IR BRIMA.
4
logging file flash level /evel

no logging file flash level

28
level —— F=E 5], 008 0~7 )\, FOEM/, KRB R Rrgo)
AT EEETIZER HEE S RAF RN H B BRMEDN 2, FoR fevr gy 0~2 (1 H
EfE BRI H B

B
4 R B AR

R~
BB H & EYG N T

TL-SL3226P-Combo(config)# logging file flash level 7
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13.5 clear logging

2 T A 24 0 H B e X B H B RIE B .
LilSe
clear logging [ buffer | flash ]
¥
buffer | flash —— ZE K H 5 H, A buffer (HEZMIX) Ml flash (HEXH)
AT, SR I RN P 1R B E 2.
B
4 e B A X
~pl

HEMATHEZE X PR RGHEE R

TL-SL3226P-Combo(config)# clear logging buffer

13.6 logging host index

w2 M E H SRS, BN no dr & M SR E H SRS SN EEE . HEMRSESMT#
WA HN AL ARG HEHE, HLEE H BRSSO A S AL E B B A AT IR AT

AR o

[ile
logging host index idx host-ip level
no logging host index idx
2
idx — HEMRS S5, BUEER 1~4.
host-ip —— HEMREARM 1P Hifik .
level —— JREZ5), 39300 0~7 \AELL, SUiME#VN, REREEME. RARrdgol
NTEEETIZEN HEE B RIRRNZMSHE. BRMEN 6, R ITFHNHA 0~6 MHE
5 R REBNZIRST 4
B
4 JeiC B A
R~

B HERS 2, HFREZIRS S P Hilih 192.168.0.148, ™ E 4454 5:

TL-SL3226P-Combo(config)# logging host index 2 192.168.0.148 5
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13.7 show logging local-config

Zar T BoR A H S CEFEHEZ P XAHEH) KREER .

LilSe

show logging local-config
B

R BN BT A S B AR X
R~

BRI HERER R

TL-SL3226P-Combo(config)# show logging local-config

13.8 show logging loghost

w2 M Ros H RS A EE S

[ile
show logging loghost [index]
2
index — ZLRACEAS B M HEMWS &5, SRE N B HE RS S I ESE .
B
R BN BT A S B AR X
~pl

Bos HEMRS S 2 FRCERE R

TL-SL3226P-Combo(config)# show logging loghost 2

13.9 show logging buffer

Zam AT ERHEZMX P RHEEE, aRGE ™ HIO AT LI R R

Cig
show logging buffer [level /evel]

¥
level — =0 (0~7), RERIUINNTESETIZENHEER, SENERHE
G XA HEE R

K

R R BT HE LA
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NG
TR H S G X g0y 0-5 I HEE B

TL-SL3226P-Combo(config)# show logging buffer level 5

13.10 show logging flash

wan M Ros HESCH PR HEE R, WTRE ™ B4 3T I RN .

Cig
show logging flash [level /evel]
¥
level — *E 5 (0~7), RERIUINNTESETIZERNHEER, SENERHE
AT HEE R
K
R BN BT A e B AR K
7~

o HESC 058 0~3 I HEE R

TL-SL3226P-Combo(config)# show logging flash level 3
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$14%= SSH B EWd

SSH (Security Shell) SRAIMMENIAIEDIRE, W DUNZIEE 34 Bt 22 e Orbi, DLORMEEHE R
%4

14.1 ip ssh server

AT A SSH RS2 Thee, 'E 1 no fv 4 H T25H SSH k545 Uik .
4
ip ssh server

no ip ssh server

B
A R B
P
i P SSH 55 A Tt

TL-SL3226P-Combo(config)# ip ssh server

14.2 ip ssh version

Zam 2 H T A SSH B MRAS, "B/ no fir2 F 45 H SSH Bl hit A

kg
ip ssh version {v1|v2}
no ip ssh version {v1 | v2}
2
vl | v2 — ZE R SSH WA, 73 milxf R SSH v1 Al SSH v2,
B
4 JeiC B A
~pl
Jii I SSH v2:

TL-SL3226P-Combo(config)# ip ssh version v2

14.3 ip ssh algorithm

a2 H THECE SSH TR &L . B no fir e H T8 R E LIk,
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Cig
ip ssh algorithm { AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC |
Cast128-CBC | 3DES-CBC | HMAC-SHA1 | HMAC-MD5 }
no ip ssh algorithm { AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC |
Cast128-CBC | 3DES-CBC | HMAC-SHA1 | HMAC-MD5 }

ZH
{ AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC | Cast128-CBC |
3DES-CBC | HMAC-SHA1 | HMAC-MD5 } feE N SSH 5.

B
4 JRi e B R

A~

&€ SSH 5% N AES128-CBC:

TL-SL3226P-Combo(config)# ip ssh algorithm AES128-CBC

14.4 ip ssh timeout

2 T E SSH HIE RS, &/ no fir & H TR BN E .

[ile
ip ssh timeout value
no ip ssh timeout
¥
value — BRI, UL RN R i ARG SRR, EE BT, A8, B
G 1~120, BRIMME Y 120,
B
4 A ic B A X
~pl

i B SSH ##ERI Ky 100 -

TL-SL3226P-Combo(config)# ip ssh timeout 100

14.5 ip ssh max-client

Zr 2 H TRCE SSH M KIEREL B no ar & H TR ERANCE .
w4
ip ssh max-client number

no ip ssh max-client

74



AL AT A

Z2¥

number —— SSH K EHE, BUATEHR 1~5, BRIAE N 5.
K

4 JR i B A
il

Fo B SSH i KIEHEHN 3:

TL-SL3226P-Combo(config)# ip ssh max-client 3

14.6 ip ssh download

w4 FI TS TETP 77205 A SSH 41 01k

[ile
ip ssh download { v1 | v2 } key-file ip-address ip-addr
2
vl | v2 — EFEFANEHEA, v1 £IR SSH-1, v2 FIRx SSH-2.
key-file —— PP NHIEYICAAFR, TN 1~25 DFRF. ARSI 5
PHKE R 256~3072 LLFF SSH A4H.
ip-addr —— TFTP IR 4510 IP Hihik. SCRF IPv4 Mtk 440 I1Pv4 $idik 192.168.0.10.
B
4 e B A X
~pl

I 1P Mkl 192.168.0.148 1) TFTP JIk%5 2% 3 A\ 44y ssh-key ] SSH-1 ZH 3T}
TL-SL3226P-Combo(config)# ip ssh download v1 ssh-key ip-address

192.168.0.148

14.7 show ip ssh

%4 T for SSH 4RI E 5 5.,
i

show ip ssh

B
R R BT E B
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A~
7R SSH )RR B S.-

TL-SL3226P-Combo(config)# show ip ssh
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F15% HibtAic B s

bk e S I 1] 22 AV B R R BORAR N 4% 22 4, A BIMUIEE R .

15.1 mac address-table static

wn 2 A InES AL B, B no a4 T MIBRXS 2% H o FaS Uk i A - 3 A AT es
A EATT TR BR A o X X 28 S0 SN AH T[] 58 PR A6 PR SR U, o8 P 2 M ik 40 5 T DA v S 4 L
{DE 22 & S Pl LR 3 ol R T =

Cig
mac address-table static mac-addr vid vid interface { fastEthernet port |
gigabitEthernet port }
no mac address-table static { mac-addr | vid vid | mac mac-addr vid vid | interface
{ fastEthernet port | gigabitEthernet port } }
ZH
mac-addr —— ZVS NI HES, H K MAC #iik.
vid — k% H @i VLAN ID, HUETEH 1~4094.
port —— ik 5% H R %
K
4 JRi e B R
A~

MRS HEE & H, %4 B MAC Hitk 00:02:58:4f:6¢:23. VLANT Fli [ 1 455
TL-SL3226P-Combo(config)# mac address-table static 00:02:58:4f:6c:23 vid 1

interface fastEthernet 1/0/1

15.2 mac address-table aging-time

iz TR B S b2 R, B8 no fir & H TR E BV E .

mac address-table aging-time aging-time

no mac address-table aging-time

aging-time —— EL B Wbk Z AR TR], BUETERE Y 0 5 10~630 (F0), A 0 BFRRA
B B hgE. BRIMEN 300.
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B
A R B
P
VL EHhEZ AL 7] 9 500 £

TL-SL3226P-Combo(config)# mac address-table aging-time 500

15.3 mac address-table filtering

A T pE b2 B, e/ no A T RHER TR 2% H o il it ie Bt pE bk, v ss fepixd
AR EE e AR AT I 8 . b st hEAN S84k, R%‘E?Zﬁﬁﬁﬁﬂﬁﬁuﬂﬂ%o

mac address-table filtering mac-addr vid vid

no mac address-table filtering {[ mac-addr] [ vid vid ]}

¥

mac-addr — L INFIHES H B MAC #idik.

vid — HuhtZ% H BT VLAN ID, HUETEE] 1~4094.
B

4 JR i B A
il

ek 2% H, & VLANT () MAC itk 00:1e:4b:04:01:5d:

TL-SL3226P-Combo(config)# mac address-table filtering 00:1e:4b:04:01:5d vid 1

15.4 mac address-table max-mac-count

Zin 2 T3 B %225, B no drd H TR ERARCE o i 1 22 4 PR S Bk >
MAC % H, K776 MAC ik X Az il i 2. an SR 8 o H 22 Dh R, 4 3 3h%
ﬂﬁi?\u%ﬁ’ﬁ MAC Hidil, 42 =) b H0A B KB 1E%2 2] . M, MAC Hihik AR 2 >0 i 2%
WK N RE P IE I 120 B A4, fRIE 2 4t

[ig
mac address-table max-mac-count { [max-number num] [mode { dynamic | static |
permanent } ] [ status { disable | enable } ]}
no mac address-table max-mac-count

2¥

i e % AT LAZ2 2] 1) MAC 3thtE %, HUE VS 0~64, SRETIN N 64.

num
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B

NG

15.5

mode g R S, 4 dynamic (317, static (##4%) il permanent (7K
A) =ANET. &P dynamic B, MAC Hhuhk2E 3] 52 240 T R B, ZALm Al s,

BT 1) MAC Hihib¥s i iR s 1%4% static B, MAC Huhk2% S] A 52 ZA0BT T PR HI], X AE
FRNHAT MR, (HASHNLE JE 55 ) B2 HAEE 2 4% permanent I, MAC ik
N Z AT PR, REeFahidE AT MR, CHHLE S 5% ) 2% HIRFEAAL .

BB BN dynamic.

status —— 275 Hin 124 hRe, BRI NEEA (disable).

O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Ja Him 1 K2 e, JFRE A IRAONEE, &R 23] MAC Hiht %0y 30:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1
TL-SL3226P-Combo(config-if)j# mac address-table max-mac-count max-number

30 mode static status enable

show mac address-table

i TRtk HER .

B

NG

show mac address-table { dynamic | static | drop | all }

dynamic | static | drop | all —— ZLE IR HihEZRAL,

AU AT T A BE B

TR k2% HAS B

TL-SL3226P-Combo(config)# show mac address-table all

15.6 show mac address-table aging-time

A M T Bos ik AL A .

kg

show mac address-table aging-time
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B

R BB L 2
P

SR HLEE AR 1)

TL-SL3226P-Combo(config)# show mac address-table aging-time

15.7 show mac address-table max-mac-count interface

i & P T o i 22 U, B3 1R TT 2 2] MAC Hiib SR 2 2148
i

show mac address-table max-mac-count interface { fastEthernet [porf] |
gigabitEthernet [porf] }

2%

port — ERoRZARERSE I NS, AN Bor A in DR 2 e EE R
B

R AU AT T A E B
R~

EoRim 1 AR EE S
TL-SL3226P-Combo(config)# show mac address-table max-mac-count interface

fastEthernet 1/0/1

15.8 show mac address-table interface

12 fi 4 F T S s i 1 A PG A R

—

[ig

show mac address-table interface { fastEthernet port | gigabitEthernet port }
¥

port —— ELERHINEEL B A B T, SR I SR A i bk EAE R
K

R B BT A e B AR K
7~

B 1 HLEEAL A R
TL-SL3226P-Combo(config)# show mac address-table interface fastEthernet

1/0/1
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15.9 show mac address-table count
A T Sor kR A .

[ile

show mac address-table count
B

e A BT TiE B AR X
~pl

SRR S

TL-SL3226P-Combo(config)# show mac address-table count

15.10 show mac address-table address

Zin 4 MRt E MAC il iIE .

[ig
show mac address-table address mac-addr
2
mac-addr & & MAC ik,
B
R BN BT A S B AR X
~pl

‘7~ HisE 2y 00:00:00:00:23:00 HI1E S

TL-SL3226P-Combo(config)# show mac address-table address 00:00:00:00:23:00

15.11 show mac address-table vian

Zan 4 H T WoRTEE VLAN 1) MAC Hbikic &

[ile
show mac address-table vlan vid
¥
vid i 7€ VLAN ID.
B
e A BT TS B AR X
R~

7~ VLANT [t bk e A5

TL-SL3226P-Combo(config)# show mac address-table vian 1
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F16E RENLEMS

RGREMNKREERSEL . IP IS, IR AT DS TS . 2L, THRRG4AE
#AF.

16.1 system-time manual

i 2 H T F 8 v B AL RS 1]

[ile
system-time manual time
¥
time — T E ML RG], 4%y MM/DD/YYYY-HH:MM:SS.
B
4 e B A X
~pl

W E AN R Git 8]y 03/20/2013 17:30:35:

TL-SL3226P-Combo(config)# system-time manual 03/20/2013-17:30:35

16.2 system-time ntp

% T BB BN LS NTP k55 &5 B3R UTC B [A].

Cig
system-time ntp { time-zone} {ntp-server} {backup-ntp-server}{fetching-rate }
ZH
time-zone —— EFEAZWANLFTIE I X o PUIE B XN, UTCH ] #% 50
UTC+02:00. HfEia[2UTC-12:00%|UTC+13:00,
ntp-server —— B ik NTP R4 % 19 IP Hbtik,
backup-ntp-server —— 5 B %1% NTP 45 #5317 IP bk
fetching-rate —— ¥ B M NTP R 55 8% 3K B (8] A%
B
4 R C B AR
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NG

BB AT R GE [RIZRECT O NTP, I X2y UTC-12:00, #Hik NTP k5545 IP stidikohy
133.100.9.2, ik NTP filkg543 IP Mk >y 139.78.100.163, ZREUAIE Y 11 /N

TL-SL3226P-Combo(config)# system-time ntp UTC-12:00 133.100.9.2

139.79.100.163 11

16.3 system-time dst predefined

2 T ATIGE L E A Ak 5 SN E, BB A .
4
system-time dst predefined [ USA | Australia | Europe | New-Zealand ]

¥
USA | Australia | Europe | New-Zealand —— H AW £ A TUANATIEE, 751 WUSA,
Australia, Europe, New-Zealand, ZRki\ Europe.

MOAMEARFRE A IR X T

USA: —HE =AM HM2: 00am ~ +—HE—EHK2: 00am
Australia: +H%—AEHH2: 00am ~ JUHHE—FHH3: 00am
Europe: =H&J5E— M EH1: 00am~ +H&E—MEH1: 00am
New-Zealand: fLA &G4 H2: 00am~ VU HE—/EH3: 00am

S
AR B A
7~
BB A AL E A 1L 8] Europe brif:

TL-SL3226P-Combo(config)# system-time dst predefined Europe

16.4 system-time dst date

ZAr ST E KRR, JTAG H SO BRI ST . BAREIE X R AN T4,
S ERE.

Cig
system-time dst date {smonth} {sday} {stime} {emonth} {eday} {etime} [offsef]
¥
smonth —— JF4 A, BUA LI R : Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,
Dec.
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B

R~

sday —— FFaaH, BUEVERE 1~31, & H REARME, ERIELhrEIES .
stime —— FFUERZ], ¥~ : hh:mm,

emonth —— 45 H , BUE T R : Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,
Dec,

eday — 45 H, BUETEHE 1~31, %H RKEARME, ERERPRENIES.
etime —— Z5HNZ, #N: hhimm.,

offset —— WILESH, HAMWEEE AN, BUEEEDY 1-1440. BRIA0Y 60 bk

4 R B AR

WE AN A LR HIAA 4 1 HO0 A3 10 A1 H 0 &1, E AW A%

KN 30 53k

TL-SL3226P-Combo(config)# system-time dst date Apr 1 00:00 Oct 1 00:00 30

16.5 system-time dst recurring

w2 T B AR E SR E. 7T E R E.

kg

system-time dst recurring {sweek} {sday} {smonth} {stime} {eweek} {eday} {emonth}
{etime} [offset]

sweek —— JT4RE, BUELNR: first, second, third, fourth, last
sday — JF#AH, BUEIF: Sun, Mon, Tue, Wed, Thu, Fri, Sat

smonth —— JFiEH, BUEWIR: Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct,
Nov, Dec

stime —— JFEAI %, #20N: hh:mm

eweek —— 25, HUEMR: first, second, third, fourth, last

eday — %W H, HBUEWIF: Sun, Mon, Tue, Wed, Thu, Fri, Sat

emonth —— 259 H, BUE MR : Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,
Dec

etime —— ZWI %], #%3{’y: hh:mm

offset —— T[4, BN RRE R/, BUETEHE Yy 1-1440. ERINJY 60 74t
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B
4 JR P B A

NG
BEE AZHAN L A HE i R H 9109 5 7 1955 — A2 IR 2:00am 2] 10 H e — A2 H
K 2:00am, H AW [EIREE KNy 45 73 Bl

TL-SL3226P-Combo(config)# system-time dst recurring first Sun May 02:00 last

Sun Oct 02:00 45

16.6 hostname

Zan TR ERALIK, B8 no firdHTIREBIARE.

Cig
hostname hostname
no hostname
¥
hostname — ¥ # %%, 1~32 MF%F, BN TL-SL3226P-Combo.
B
4 JRi e B R
A~

WE &% PR TP-LINK:

TL-SL3226P-Combo(config)# hosthame TP-LINK

16.7 location

Zin e T RERAME, Efno frdHTREBIARE.

[ig

location /ocation

no location
¥

location — ¥ &AL E, 1~32 NF4F, BRI SHENZHEN.
K

4Ry B AR
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A~
BB W4 L 2y GUANGZHOU:

TL-SL3226P-Combo(config)# location GUANGZHOU

16.8 contact-info

i T BEKARTNE, BRI no i HTREBARE .

Cig
contact-info contact info
no contact-info
¥
contact_info —— Bt R 7%, 1~32 NFFF, ERIAA www.tp-link.com.cn.
B
4 JRi e B R
il

W E B AR 775N www.tp-link.com:

TL-SL3226P-Combo(config)# contact-info www.tp-link.com

16.9 ip management-vian

i M T I BB E VLAN, A SR B VLAN JR 5 TSR] LIS Web.
telnet. SSL 5 SSH &5 sORF EIA AL, FRINKIEHE VLAN Jy VLAN1.

[ile
ip management-vlan {vian-id}
¥
vian-id — FCEAZ B E HE VLAN, HUETEH 1~4094.
B
4 JeiC B A
~pl

K VLAN4 BB 5SS AL E 2 VLAN:

TL-SL3226P-Combo(config)# ip management-vian 4
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16.10 ip address

w2 T E RSN P hht, T RAEMEGAM I, B no I IREBOARE. BN
T RS 1P il 192.168.0.1, F MRS N 2565.255.255.0, 7S . B B IP L 2i7EE 2 VLAN
e AR R 3ET

4
ip address {ip-addr} {ip-mask} [gateway]
no ip address
Z2¥
ip-addr A4 1P Huht,
ip-mask —— P RS
gateway RGM K.
B
EORERA (interface vian)
7~

KRG IP Hihb B E Y 192.168.0.69, T ML E Ny 255.255.255.0 (AZHt/L i & B
VLAN 4 VLAN1):

TL-SL3226P-Combo(config)# interface vian 1

TL-SL3226P-Combo(config-if)# ip address 192.168.0.69 255.255.255.0

16.11 ip address-alloc dhcp

%2 M T /5 H DHCP Client Zijg, @it DHCP Client 77 2UKHC IP #hilik. f5 H DHCP Client Tigg
WIRAEE B VLAN HE R 0N AT

[ile

ip address-alloc dhcp

B
EORE SR (interface vian)
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7~
JFJE % 4t1) DHCP Client Djfig (AZH#HLHE 2L VLAN 25 VLANTD:
TL-SL3226P-Combo(config)# interface vian 1

TL-SL3226P-Combo(config-if)# ip address-alloc dhcp

16.12 ip address-alloc bootp

Zfir % M T8 F BOOTP #rill, iliid BOOTP WStk HX IP Hihil. J5 FH BOOTP St AUAE# ¥ VLAN
e AR R 3T

e

ip address-alloc bootp
K

BEORCERA (interface vian)
7~

J& F BOOTP #p (ZH LA E 3 VLAN 5 VLAN1):
TL-SL3226P-Combo(config)# interface vian 1

TL-SL3226P-Combo(config-if)# ip address-alloc bootp

16.13 reset

& T AR R AL, B RALE, AZHMALEC R R | BRUIRES L e B ks
PN

Cig
reset
K
RS G
A~
XF A ARMUBEAT B AT B

TL-SL3226P-Combof# reset

16.14 reboot

a2 T HE R 2L AEE R IE), IEERAZER M we B, DUt s
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Cig
reboot
K
RS G
A~
ERIVEEIRE YR

TL-SL3226P-Combo# reboot

16.15 copy running-config startup-config

An T ORAF AT L E

[ig

copy running-config startup-config
B

RS G
7~

TRAF 24T B BC & -

TL-SL3226P-Combo# copy running-config startup-config

16.16 copy startup-config tftp

Zan A AT TFTP 77 0% il B 0.

[ig
copy startup-config tftp ip-address ip-addr filename name
¥
ip-addr —— TFTP 25231 IP ik SCHF IPv4 Hidik. 5140 IPv4 Mkl 192.168.0.10.
name € T H HIRC B R4
B
R G
A~

L 1P Hihk Ay 192.168.0.148 1) TFTP k5% ds 3 HHEC B UM, IR T H I B S dr 44
A config.cfg:

TL-SL3226P-Combo# copy startup-config tftp ip-address 192.168.0.148 filename

config
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16.17 copy tftp startup-config

Zar AT TRTP 75 3 AN B & A

LilSe
copy tftp startuup-config ip-address ip-addr filename name
¥
ip-addr —— TFTP JR% 23100 |P bk, SR IPv4 sk, 51 IPv4 Hitk 192.168.0.10.
name — E NI E M4
B
R
A~

W 1P ikt Ay 192.168.0.148 (1) TFTP AR %5 %% 5 A4 N config.cfg FIRC B 1
TL-SL3226P-Combo# copy tftp startup-config ip-address 192.168.0.148 filename

config

16.18 firmware upgrade

Zan A H T TFTP 77 AT R R G

[ig
firmware upgrade ip-address ip-addr filename name

¥
ip-addr —— TFTP 25231 IP bk SCHF IPv4 Hidik. 5140 IPv4 Ml 192.168.0.10.
name B2 RGN 44

B
RS G

A~
L 1P Mkl 192.168.0.148 1) TFTP Ik 55 &8 TH R R G2 A, R &84 4 firmware.bin:
TL-SL3226P-Combo# firmware upgrade ip-address 192.168.0.148 filename
firmware.bin

16.19 ping

i 4 F TR I AN AT AL 8102 — [0 2415 a2 (] B R e 7 T

[ig

ping ip_addr [ -n count ][ -l count][ -i count]
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¥
ip_addr —— AT B AR A 1Ptk
count (-n) —— KOEHRSCHIIXEL, BUEIEHE 1~10, BRIMEN 4.
count (1) —— RIERSCIACEE, BUETEH 1~1500 (715, BRMEN 64.
count (-i) —— RIEHRSCIIN A TAIRE, HU{E I 100~1000 (=), BRILEY 1000.
B
F PR IR AU X
~pl
KA AL 5 1P Mtk oy 192.168.0.131 FA1M 2% 15 42 13 3 38, JL il il S K 512
T, fROCEERE 1000 AP K IE IR, #RIE 8 IR RAWEIRIE, R R
TL-SL3226P-Combo# ping 192.168.0.131 —n 8 -1 512
16.20 tracert
2 P AN I A ST A LA A28 20 F 3088 P 28 1o B W SR P I 12
[ig
tracert ip_addr [ maxHops ]
2
ip_addr — 2RI H) H B4 1) 1P Hidik .
maxHops —— &Kk EL, BUETER 1~30, BRMEAN 4.
B
FH P B RRR S X
~pl

KAz #bL s 1P sty 192.168.0.131 MM LB ik, 2 20 Bk sk
EEE, NERRIC

TL-SL3226P-Combo# tracert 192.168.0.131 20

16.21 show system-time

e

[ile

B

BRAHHLE R G TA(E B .

show system-time

R R BT HE LA
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NG
BRI R G 145

TL-SL3226P-Combo# show system-time

16.22 show system-time dst

idn 4 P T SR AL A B A .

LilSe

show system-time dst
B

R BN BT A S B AR X
R~

BN EAIE B

TL-SL3226P-Combo# show system-time dst

16.23 show system-time ntp

P4 TSR 4 RGM T NTP AR (5,

[ile

show system-time ntp
B

e A BT TiE B AR X
R~

TL-SL3226P-Combo# show system-time ntp

16.24 show system-info

ST R RGHIR. RALH. RABE. BRI, WBIENA . B, RIS
AT IAI AR B

4

show system-info

B
R ORI BT E B X
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~pl
Eki—\‘/ \é}ﬁ{%l%\:

TL-SL3226P-Combo# show system-info

16.25 show running-config

i T Ros R —NE E i ) A RT R F O E

LilSe
show running-config [ interface { fastEthernet port | gigabitEthernet port} ]
¥
port T 8 R 2 A B AR IC B I S .
B
RO A BT TiE B AR
R~

IR ARG H AR A E -

TL-SL3226P-Combo# show running-config

16.26 show cable-diagnostics interface

i % F T SR opson g EVEAT R BAS I 46 R . RS I D) BE e A I 5 S AR R ) 2 28 2 5 A
HRE DA R A, M e Tl e mT DUAR B H o R 222

Cig
show cable-diagnostics interface { fastEthernet port | gigabitEthernet port }
ZH
port T8 HEAT R B N ) o 115
B
e A BT TiE B AR X
7~

ot 3 REAT LRGN 45 2R -

TL-SL3226P-Combo# show cable-diagnostics interface fastEthernet 1/0/3

16.27 show process

%ty 4 F T SR 24 BT 04 19 CPU R A7 R e L o
[iss

show process
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B
R BB L 2
P
IR M CPU M A7 (T % s

TL-SL3226P-Combo# show process
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BATE DLKMBECE <

LUK [ 2B P SR BC BB UK R i 1 PR B i)« o, XUER AR iy T B A 45

17.1

interface fastEthernet

i T REAFE D B ar A, b A IR DUOK R o FHEAT G .

B

R~

17.2

interface fastEthernet port

port —— L B {15 Ik LUK M 1

4 R B AR

BEANSL RS E AT, XF PR 1 2 FEATRCE -

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

interface range fastEthernet

i H T REARR OB & ar 28K, 0 24> BRI 3 24T (R e

B

iR

interface range fastEthernet port-list

port-list —— B E L LUK NG D536 . om0 2 [0 FHES T GESHEAGESR
o) ESE—Hum D DU/ 588, 1 1/0/1-10 Fonum 1 1 3] 10, H5H 220
25 RE T

i

H
(qal

=0

4 R B AR

fEinterface rangeft BT, [Al—ar&EHRIZIRF WA O o (B8 5 A
ALY, G Ray ATE— N O EPAT R, AR A L E AT .
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i
BENSE IR BB, I UK 1,2,3,6,7,9 IS — N TALEL, e AR 4T
M & -

TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/1-3,1/0/6-7,1/0/9

17.3 interface gigabitEthernet

Zan 2 TR OB Ar S8, e B TJE DUOK P o LA TG

[ig

interface gigabitEthernet port
2

port —— ELE 1T I LUK Mg 1
B

4 e B A X
~pl

HENEOR B AR, 0FPUA RS 25 7 HCE -

TL-SL3226P-Combo(config)# interface gigabitEthernet 1/0/25

17.4 interface range gigabitEthernet

% T REAFE B ar A, X 2 A LUK WS 1 BEAT [ e

Cig
interface range gigabitEthernet port-list

ZH
port-list —— P E #T-I8 LUK S 15155 . i 12 8] /5 A2 5 R0t G250 5 ARef
TG EEH)— M AT U R/ 5 380K, 1 1/0/5-7 FoRii 5 3 7, H 542 H
25T

K
2 R B AR

L]
f£ interface range FLE M, [l /EHBIBIR BT R I Lo (H& A 52
FHEASZH, AR a2 AE— A 1 _EAT R, AN 5o mi Hot s 1 B RIPAT .

7~

BEAFZ RS ER, FRIG LRI 25,26 AR — i H, X e 3T AcE -

TL-SL3226P-Combo(config)# interface range gigabitEthernet 1/0/25-26
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17.5 description

%2 TR E I FIR, B8 no fir e FTHE AR R R .

Cig
description string
no description
¥
string Ui IR A ZE, TN 1~16 N4
B
O AL & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
A~

¥ 5 a4 Port#5:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# description Port#5

17.6 shutdown

% T EE LUK M 1, &/ no a4 I 30375 FHAR R 1

[ig
shutdown
no shutdown
B
B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
A~

P LK M3 11 3:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# shutdown

17.7 flow-control

i MR W AR IS, B0 no dir4 F T AR AT S5 e . o FY AU RE S A 20 B Wi
AR A& (R, 7 1 PR R A — B S B 2% E
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Cig
flow-control
no flow-control
B
O AL & 1% 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

TEJa BAK Mt 11 3 PRt g il -
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# flow-control

17.8 media-type

%A

A H T E Combo AT 15 B 32 L Combo R R ATXN AR 2 51 042056 F 1 iy
A% E Combo [ ZEA

4
media-type { j45 | sfp }
S
rj45 | sfp —— Combo KA i3,
B
OB MR (interface gigabitEthernet / interface range gigabitEthernet)
7~
Bic B 22 # 411 TL-SL3226P-Combo ] Combo 1 25F /52554 N SFP:
TL-SL3226P-Combo(config)# interface gigabitEthernet 1/0/25
TL-SL3226P-Combo(config-if)j# media-type sfp
17.9 duplex
A A AT B RO TR, B no S H TR E BRI E .
e

duplex { auto | full | half }

no duplex
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Z2¥
auto | full | half ECTOUTARTR, A0 AR R A TSR TR B
B E R .

S
B O A & 2 X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

BB LU MG 3 X TR
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# duplex full

17.10 speed

22 TR I LR ER L, B no dr e TR BN E

[ig
speed {10 | 100 | 1000 | auto }
no speed

¥
10| 100 | 1000 | auto Ui IR ZEAL K, 405028 10My 100M. 1000M. H HhEg i,
BRIy auto.

K
B2 OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

A~

BB LR M H 3 i Z Y 100M:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# speed 100

17.11 storm-control broadcast

i T IT R S ARSI [ 2% E U R et T g, DU E T R B 1 o KRR oE

&, B no fir 4 AR X 2 BRI SR T U SV iR R BRI K

RN, EEF, LIPS R RR L.
i

storm-control broadcast [rate rate]
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B

R~

no storm-control broadcast

rate —— R AL SRORERCH R IR RS B AR S S . B8 bps, BUE
Ju [l 128Kbps | 256Kbps | 512Kbps | 1m | 2m | 4m | 5m | 10m | 20m | 40m | 50m. #4
i 128 Kbps.

O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

JE S S )RR AN, R RE T B R IERCE % 256Kbps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# storm-control broadcast rate 256k

17.12 storm-control multicast

i 4 T IT IR St AR A o o 2 HE I R L A BEAT 1 8, &/ no i & H T AR XS 1 2% L
ML HRR BT Y AU IR A 1 I BOE R ORI R, S EBIESE, BBEmMZ%
AR IR IR

[ile

B

NG

storm-control multicast [rate rate]

no storm-control multicast

rate —— ZHRR AL SR R ECHEE, IR R B A R 5. BAA bps, HUE
Ju [l 128Kbps | 256Kbps | 512Kbps | 1m | 2m | 4m | 5m | 10m | 20m | 40m | 50m.

O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Jo o 5 RO A, WE IR K RoE %y 512Kbps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if}# storm-control multicast 512k
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17.13 storm-control unicast

% F T A S R R 2% L I UL AT I8, &/ no a4 M 281k x k45 L
IR UL b A7 . S Bl UL U B o RIER I, 2 H 3 2R3, BABEmZ% )™
oI R

e
storm-control unicast [rate rate]
no storm-control unicast

¥
rate —— UL (0], B UL GLE)E R BICE E, 8 H R o BB il 2555 . A
A bps, BUETEH 128Kbps | 256Kbps | 512Kbps | 1m | 2m | 4m | 5m | 10m | 20m | 40m
| 50m.

K
B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

il

Ja Fom 5 B UL B4, wE UL i KiEWoE# N 2Mbps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if}# storm-control unicast 2m

17.14 bandwidth

%4 F 0 B DAK Wi 11 AR 9 BR A1, EXFE no i 4 T4 F i 115 S BIR i1 o
4
bandwidth { [ingress ingress-rate] [egress egress-rate] }

no bandwidth { all | ingress | egress }

S
ingress-rate —— T E N 5 SRR, #4678 Kbps. HUEEFEIA 1-1000000. R4i4x H
Ee S BT S (1 BUE ML ) 64Kbps A B AN 5 58
egress-rate —— P E W L5 SERR ], B Kbps. HUETE N 1-1000000. &4 H
B AT S (0 BUE ML 1) 64Kbps 3 A A MR HE 5 98

[ Eay

B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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7~
fic B o 1 5 BN 73 56 A4 1Mbps,  Hi E# % 4 10Mbps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if}# bandwidth ingress 1024 egress 10240

17.15 clear counters

i F BRI A KM G5 B

LilSe

clear counters
B

4 Jry e B A
~pl

TH BRI KM 1 R ZETHE B -

TL-SL3226P-Combo(config)# clear counters

17.16 show interface status

i A F T s UK i 1 AERIRAS -

[ig
show interface [ fastEthernet port ] [ gigabitEthernet port ] status
¥
port —— ERIREFCIRAHI LIOK R o 11, R I 2R BT A i PR .
K
R BN BT A S B AR X
7~

7R A LK i 11 EEROIR A «
TL-SL3226P-Combo(config)# show interface status
R I 1 EBRRE

TL-SL3226P-Combo(config)# show interface fastEthernet 1/0/1 status

17.17 show interface counters
a4 0o UK st S8 HE S .
e

show interface [ fastEthernet port ] [ gigabitEthernet port ] counters
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¥

port —— FLEIRGHE B KNG, B S B 3 (015
L5

R BB TA L
P

TR AT N R GETHE R
TL-SL3226P-Combo(config)# show interface counters
ERPAIR M 3 GiHE S

TL-SL3226P-Combo(config)# show interface fastEthernet 1/0/3 counters

17.18 show interface description

i 2 R DUR R A4S 2

LilSe

show interface [ fastEthernet port ] [ gigabitEthernet port ] description
2

port —— R RALEAS S LUK M oG 1, SRAE ISR B o 4SS
B

RO A BT TiE B AR X
R~

IR AT DAOK P9 i 11 R R A J2 -
TL-SL3226P-Combo# show interface description
EoRu I 2 G R

TL-SL3226P-Combo# show interface fastEthernet 1/0/2 description

17.19 show interface flowcontrol

i F R BOK o S R

Cig

show interface [ fastEthernet port ] [ gigabitEthernet port] flowcontrol
¥

port —— E R RS AE BB LA i 11, SR I o B A o R R
B

AU AT T A E B
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7~
B BT DLUK P 3 1 A4 S5
TL-SL3226P-Combo# show interface flowcontrol
BN N 2 BREEE R

TL-SL3226P-Combo# show interface fastEthernet 1/0/2 flowcontrol

17.20 show interface configuration

Zdr A T RoR oK DB B R, i RS FERH] U BRI i 1 F 45

show interface [ fastEthernet port ] [gigabitEthernet port ] configuration

¥

port —— ZLERECE B IR, B S e (15
B

R BB TA L
i

SN NCE AR Ol WERESY

TL-SL3226P-Combo# show interface fastEthernet 1/0/5 configuration

17.21 show storm-control

i 4 T SR s g A KR R

Cig
show storm-control [ interface { fastEthernet port | gigabitEthernet port | range
fastEthernet port-list | range gigabitEthernet port-list } ]

¥
port [port-list —— H & 7< X FANHIE 2w 15/ B3, SR8 I S T A i 1 A X 28
MHER.

K
R B BT A e B AR K

7~

TL-SL3226P-Combo(config)# show storm-control interface fastEthernet 1/0/4-7
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17.22 show bandwidth

& T o O S RS

Cig
show bandwidth [ interface { fastEthernet port | gigabitEthernet port | range
fastEthernet port-list | range gigabitEthernet port-list } ]

ZH
port [port-list —— 5 717 5 BR 105 5 i 115w 1 5138, R4 I S 7= B i 11 ) 58
PR A5

B
RO A BT TiE B AR

7~

BRI 5 B v R

TL-SL3226P-Combo(config)# show bandwidth interface fastEthernet 1/0/5
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#18% QoS BLE M4

QoS (Quality of Service, k555 ThE M LI M4 ALAmII T EEE, St S m BT A 2% i 55

18.1 qos

% & TR EETH 0 CoS, &M no fird FI T WA 1 (ERIA CoS.
i

qos cos-id
no qos

ZH
cos-id —— i IXERL) CoS {4644 54, M)y 0~7, 5% CoS0~CoST. Bikfii
0.

B
B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

L]
i VS 4 R A o V) — N R VA, AEBCE 1 i D% dUs, B R YRR 1/ CoS
fELLJ IEEE 802.1P 1 CoS | TC Z [A] B < 28 Kby 2 Hti it i)t 1 BA S o

~pl

BB I 5 IR 3:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# qos 3

18.2 qos dscp
%4 H T3 F DSCP fit/: 2k () DSCP {55 CoS /e ML 5¢ &, 'E 1 no iy & F T 25 FH iz i

4
qos dscp

no qos dscp

B
A R B
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Vi BA
DSCP(DiffServ Code Point, [X43Hk%5%mfi55)&2& IEEE Xt IP ToS FE I E 2 X, FIH1ZF
BEal L 1P RSkl 64 MRS . FFJE DSCP MRSt , 1P A i £ R4 Ko (.1
DSCP & %] CoS 54, CoS M5k F] TC BAKZ 8] (KM it 5 2 S i At 1 H BA
.

i

JFi Fl DSCP {52 ff) DSCP {E A CoS L5 Bk 5 & -

TL-SL3226P-Combo(config)# qos dscp

18.3 qos queue cos-map

Zam AT E IEEE 802.1P [R5t 4k tag Al HBABIIBLES G R, B no i d H TR E B &
E . |IEEE 802.1P %I IEEE 802.1Q tag ) Pri 7 Be&y T 1 #EFEVE N E 30, A %7 BOaT BLR A 2
X7 8 NS, JFH IEEE 802.1P %45, HANURYE LR 2 57 A IEEE 802.1Q tag K
i€ P AL e i s 0 Tl tag MI%diEt, SAT IEEE 802.1P AL5E4, 15 I NE AT 2 T3 1
rfLsedt.

[ig
qos queue cos-map fag/cos-id tc-id
no gos queue cos-map
¥
tag/cos-id —— |EEE 802.1P ¥l L # & 1) 8 M Fedk, HUETEHZ 0~7.
tc-id —— tag XFRLFHH FIRASIAR e, ATk yu Dy 0~7, 23 5l %k N2 8 A AN [A] 45 4 1
tH 1 BA%I TCO~TC7.
B
2 R B AR
L]
1. BB OLT, tag FTH CTBAB BT RO R A2 «
0-TC1, 1-TCO, 2-TC2, 3-TC3, 4-TC4, 5-TC5, 6-TC6, 7-TC7.
2. R TCO. TC1..TC3 W, R, Rnthiedisa.
7~

B H tag PSS O HOXS BLH I BRFIAR S 24 TC3:

TL-SL3226P-Combo(config)# qos queue cos-map 0 3
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18.4 qos queue dscp-map

%4 H T3 B DSCP 15624t DSCP {5/l CoS Lo Mmt s ¢ 2, ‘B no @4 M Tk E ZRIA %
#. DSCP (DiffServ Code Point, [X4rl554mhG i) /& IEEE X} IP ToS FB M H E X, FIFH1ZF
BT LUK IP 3R SCRI2r o 64 M. B DSCP AR, tnfs: & s e 1P o, s
HAHLSH DSCP ted: i@k 1P e, AZHpLINARYE &5 H T IEEE 802.1P 4564 UL K %
P A tag R E K R e =

[ig
qos queue dscp-map dscp-list cos-id
no gos queue dscp-map

ZH
dscp-list — DSCP {853, mlik#—42iZ > DSCP {f, %L/ —41 DSCP A LA
M5 KR, NESEMEZE AFEAZEGHEZ ST, a1 1,4-711 KRk
1,4,5,6,7,11. DSCP {E 7] & uH )y 0~63.
cos-id —— DSCP {EXI N i) CoS fLstdk, WIkJEH 7y 0~7, 73 HIXIN. 8 NANFISEL
CoS fl/4 CoS 0~CoS 7.

B
2 R B AR

L]
1. BUMESL T, DSCP {5 CoS fHEIX MK R F: (0-7) -CoS 0, (8-15) -CoS 1,

(16-23) - CoS 2, (24-31) - CoS 3, (32-39) - CoS 4, (40-47) - CoS 5, (48-55)
-CoS 6, (56-63) -CoS 7.
A~

& DSCP {8 10,11,12 Xf %] CoS L5524 CoS 2:

TL-SL3226P-Combo(config)# qos queue dscp-map 10-12 2

18.5 qos queue mode
iz T BB H AR, B8 no ar S T IR BOARCE . fEMIZGHIZERT, 18 K H A
R JBE SR 1R 22 S B AT [T IS 5 4 A P DR U 1 o S A Lo R 40 3 8 A D8 S 4 A B RN A7 ] 2 %
KRR SO R IRT o BAZHHLLL TCO. TCA...TC7 FaRARMIM LT,
[ig

qos queue mode { sp | wrr | sp+wrr | equ }

no qos queue mode
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B

NG

sp —— Mg, R, mR e T S AR T, REEEL
FINFVAZT G, R BAT A AT & .

wrr —— B RAR e ii. AESREER,  FrE L S g BA 4 HE 1 2 Bie B R EE TR
i R IEEHE . TCO 3| TC7 R E LUIE 2 1:2:4:8:16:32:64:127.,

sp+wrr —— sp fl wrr IR AR, TSR, AR EE T sp A1 wrr BI N FEAL,
Hodr sp 4HAT wrr 2H 2 [RGB 1 A2 A AL e R BERN, T wrr 25 P S BA B340 1) 72 wrr
RN . fE %R ERESS, TC7 BT sp 4; TCO~TC6 J& T wrr 41, 7]‘1%[:[:%
1:2:4:8:16:32:64 . IXFELEVH B IR 1 S 2 TC7 #% 1 sp E’Jmﬂﬁ;@iﬁﬂﬁ AT, AR
J5 /& wrr I A G TCO~TC6 % B B 1:2:4:8:16:32:64 [ HL ] (5 F 7

equ — AP, BRIAED. 7R BT BB A1 &5 A 58, BT A BAAI
IR E FE A 1:1:1:1:1:1:1:1

4Ry B AR

BEHE T BAA R AR O AR WA e A X

TL-SL3226P-Combo(config)# qos queue mode wrr

18.6 show qos interface

Zar T

B

NG

AT DU R BCEE R .

show qos interface [ fastEthernet port | gigabitEthernet port | range fastEthernet
port-list | range gigabitEthernet port-list ]

port [port-list —— F 5 7R I LU SE 2 BAR B A LUK 115 i 1 513, R8I I
7 A B AR R

R R BT E B

BN LUK RS 5 #) QoS Bt B A7 B -

TL-SL3226P-Combo# show qos interface fastEthernet 1/0/5

18.7 show gos cos-map

%A

4 H T %7~ |IEEE 802.1P e I EE B .
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LilSe

show qos cos-map
B

RO A BT T B AR X
R~

7~ |[EEE 802.1P e KM &5 B

TL-SL3226P-Combo# show qos cos-map

18.8 show gos dscp-map

it 4 T 275 DSCP LRI EE & .

<

[ile

show qos dscp-map
B

RO A BT TS B AR X
~pl

27 DSCP RS2 I BE A5 B -

TL-SL3226P-Combo# show qos dscp-map

18.9 show gos queue mode

1264 FH 7S BB B PR

—

[ile

show qos queue mode
B

R BN BT A e B AR K
~pl

SNBSS IR

TL-SL3226P-Combo# show qos queue mode

18.10 show gos status

%4 M 2ox IEEE 802.1P fit5640f1 DSCP L 4e 2t A AR -

kg

show qos status
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s
R A A T B
7~
2.7 [EEE 802.1P {1544 DSCP e 44410 FiL 1R 2

TL-SL3226P-Combo# show qos status
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F19E WO RBEENS

I 7 R A e A s 1 10 i SC AR A ) S i 1, M9 L RN o M ise 6, R B 20 A
2o WA AR S, TE B X 2% M P A B HERR )

19.1 monitor session destination interface

A 1A Wi D iR D ae, P E N L. B no frd T IBR R A 4.
[ile

monitor session session num destination interface { fastEthernet port |

gigabitEthernet port }

no monitor session session_num

S
session_num — WEHAAS . BUEVEHE 1-4.
port —— ¥ 5.

S
4 R e B AR

7~

BB 1 AR 1 R

TL-SL3226P-Combo(config)# monitor session 1 destination interface
fastEthernet 1/0/1

TR A 1

TL-SL3226P-Combo(config)# no monitor session 1

19.2 monitor session source interface

i T BEE PRI, B no -4 FH MR N 4R 128 0 1

e
monitor session session_num source interface { fastEthernet port-list |
gigabitEthernet port-list } mode
no monitor session session_num source interface { fastEthernet port-iist |
gigabitEthernet port-list } mode

ZH

session_num — WEHAAS . BUETEHE 1-4.
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B

iR

NG

19.3

izan @ H T SR AR 2

-

B

NG

port-list —— #4553, Ik FE—AN B N

mode —— Wi, B =Mk x, tx PLK& both. rx (ANEOMEEHZD, Kyl
i SO OB A R B M R 1, HEAT AR . tx (M), R b s R
o = W isg 0, BT, both, [RIRREAT N D MEF AT O R 4% .

4 R B AR

1. el DA BONEER A, EE AR LRI D9 120
2. A IR AR AT DAL TR — VLAN o, i a] BLAAET-[R]— VLAN Hi.
3. AR AT % o A RE DY SR i 5

BB 4,5,7 AMIEA 1 B L, I RN D .
TL-SL3226P-Combo(config)# monitor session 1 source interface fastEthernet
1/0/4-5,1/0/7 rx

MIER WA 2E 1 i 4 J L RCE
TL-SL3226P-Combo(config)# no monitor session 1 source interface fastEthernet

1/0/4 rx

show monitor session

show monitor session [session _num)|

session_num —— F5E AT, FEIEN N ERrE ARG E. BUEEHE
1-4,

R R BT E B

won A 1 M IREEEE R
TL-SL3226P-Combo# show monitor session 1
Wonpr A REEHNRERRER R

TL-SL3226P-Combo# show monitor session
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F20=E wOREEE NS
it 11 B B T BE AT DA™ PR 1] — AN 1 21 57 /b —2H o 1 i B 8% &, AT H2 iy I 28 1) 22 4k

20.1 portisolation

% F T B A o ) S 1 R B T me s PR g AN T A 1) e i 11 70 3 o 8 i 11 6 e 500
fl. B no fir 4 T MIERA R E .
[ig
port isolation { fa-forward-list fa-forward-list | gi-forward-list gi-forward-list }
no port isolation
¥
fa-forward-list / gi-forward-list —— % j i 513, PLEFE—ADEE AN o
B
B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

FH % 11 AT BA ) 1 2,5,6,7 % 50 A -
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1

TL-SL3226P-Combo(config-if}# port isolation fa-forward-list 1/0/2,1/0/5-7

20.2 show port isolation

i A B R Ko 81K

LilSe
show port isolation interface [ fastEthernet port ] [ gigabitEthernet port ]
¥
port —— AT B A R N IR AE B 5.
B
R ORI BT E B X
R~

BRI 16 HE R 181K

TL-SL3226P-Combo# show port isolation interface fastEthernet 1/0/6
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ST T S 1 A R 1 B3R

TL-SL3226P-Combo# show port isolation interface

115



AL AT A

F221TE HEENECEam<

B A0 T R AT ARSI H SZ L B o L e B2 O I 2% o2 IR A AE PR B, AT BRI 2% o 7 A 4
R R RS o

21.1 loopback-detection(global)

Zan A T A AR RN TR T no & H TG4 R FH i I D g
[ile
loopback-detection
no loopback-detection
B
4 e B A X
~pl
JE F AL B s 0 D e

TL-SL3226P-Combo(config)# loopback-detection

21.2 loopback-detection interval

i A FH T B2 M 0 PO TR TR B, AW LAE B3 A T P9 i — A I I SCOR M N0 ) 4% 2 15 A4
W

[ile
loopback-detection interval [interval-time]
¥
interval-time —— ¢ B PR E I I ) (] RS TR), - BRIN R 30 75
B
4 A ic B A X
R~

Fic B3R 0 (A TR B IS [) 2 50 F5-

TL-SL3226P-Combo(config)# loopback-detection interval 50

21.3 loopback-detection recovery-time

iy P T 1BELIE 5 AT ]
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Cig
loopback-detection recovery-time recovery-time

¥
recovery-time —— i 1 WU 21 WX 26 tH IR BRI, KPR ZE v o AERCE IR R NS,
BELZE f0 s IR AE W TR, I BB M PR B o ARSI T 135 1 B g M 00 1) ol 1] )
B, WUETE Y 1-100 A DU ] (] ke, BRI 3.

B
2 R B AR

7~

Pic B2 I R P SR ) 5 6 A M i ] e ] «

TL-SL3226P-Combo(config)# loopback-detection recovery-time 5

21.4 loopback-detection(interface)
a4 T A Hfe g um DR NI GE. TR no iy 4 H T 2148 & o 1 B3R 1% W T e
i

loopback-detection

no loopback-detection

B
O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

Jo Fl 3 1 2-5 B9 I Tl A -
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/2-5

TL-SL3226P-Combo(config-if-range)# loopback-detection

21.5 loopback-detection config

%ty 4 I 10 L 3 1 BEL2E 5 1 A BRI S
(s

loopback-detection config process-mode { alert | port-based } recovery-mode

{auto | manual }

process-mode ——i& B [ & I B I (1AL 3AR K . A PRSI I :
Alert: i [ R IUIRBEES HOR HIRE(S B
Port based: i [ R I EE I R HHRCE(E R, RN B 28 11
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recovery-mode —— & HEui [ HEBHZE J5 Pk S, A ST
Auto: i N BEBH 28 5 400 B B Ik B 18] 5 22 B 2 ERR PR ZE .
Manual: i F 8% PH ZE 5 A e T30 BRPH ZE R A

S
O AL & 1% 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

Bic B o 1 5 (AR I AL FE A 20l port-based, Kk & #:34 manual:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5
TL-SL3226P-Combo(config-if)j}# loopback-detection config process-mode

port-based recovery-mode manual

21.6 loopback-detection recover

i 4 T K 48 E ROBE 285 TR N IEFIRES .

Cig
loopback-detection recover

B
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

R 5 HFHZEARES R E N LIRS
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)}# loopback-detection recover

21.7 show loopback-detection global

it 4 I RRA B 12 R S

LilSe

show loopback-detection global
B

e A BT TS B AR X
R~

A I D) RE R 4 R B 24

TL-SL3226P-Combo# show loopback-detection global
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21.8 show loopback-detection interface

% F T RS T A i 1 AP N T REC B 280 I TR

Cig
show loopback-detection interface [ fastEthernet port ] [ gigabitEthernet port ]
¥
port a5 15, SR I B TR i S S
B
RO A BT TS B AR X
A~

A P v PR I T e B S R RS
TL-SL3226P-Combo# show loopback-detection interface
AE v 5 R I D) RE I B S U o RS -

TL-SL3226P-Combo# show loopback-detection interface fastEthernet 1/0/5
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$22% PoE lLE M4
YL

AFHrH, X TL-SL3226PE-Combo/TL-SL3226P-Combo/TL-SL3218PE-Combo #l%! % # PoE 1
fit, REMHEN PoE & #HA.

PoE (Power over Ethernet, L4t H, SRR FE (I HL D A2 F8 W g ai ik DA W 28 %6} 414 PD(Powered
Device, ZHL¥%) &% (WP Hif. L AP, MKEGHLAS) BT mfagt i,

22.1 power inline consumption (global)

%2 M THCE PoE ZZHNLAT RESR SRV I KT

LilSe
power inline consumption {power limit}
2
power limit —— PoE A2 #HLAT REF AL f KT %
B
4 e B A X
~pl

P & PoE AZHALAT REdR B i KZh Ry 160W -

TL-SL3226P-Combo(config)# power inline consumption 160

22.2 power inline supply

%6 4 I T TSR DR SE38: 1110 PoE Tt

Cig

power inline supply {enable|disable}
¥

enable|disable —— & F 4% A AH R 1) PoE Thifg.
B

O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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7~
Ja F3 1 2 (1) PoE DjRe:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)j# power inline supply enable

22.3 power inline priority

i 4 T O R A 3 TG & PoE R 2

LilSe
power inline priority {low|middle|high}

¥
priority —— MFIRIHFEABE, HAEEHE e b A m PD It E 755K,
AR LR AR (ow). 1 (middle). & Chigh) =F,

B
B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

e & i I 2 1) PoE fit e 2 Mk
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if}# power inline priority low

22.4 power inline consumption (interface)

- - AC B i AR T IR

Cig
power inline consumption {power limit}

¥
power limit —— A 323 I e S (A R e Dl . BUEVE DY 1-300. Dh LR
a3l 0.1W. filtnr, HEULE Ko KD A0 SW, AR R4 A 50.

K

B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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7~
P B o 1 2 ) KA L DR Dy BW:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if}# power inline consumption 50

22.5 power time-range

& A T IR (R B R E N PoE B ] Btk B . #£ PoE W [H] Bt i BT ol it — il
holiday, absolute, periodic 2k inactive iy & EAARL B %I [0 B . €1 no fir 4 A T M B AR SL IR i (7]
Beo R 7 A AR R e I (R B b H iy, R DA IC B I TR B, AR LR T e T BT
X e gy [ 44 R AEFR 8 (I R] B N AL L

LilSe
power time-range {name}
no power time-range {name}
¥
name — ZESIMEIRS A A FR. AN 1-16 D75
B
4 Jeic B A
A~

AIN—AN4 K tRange i [A] B

TL-SL3226P-Combo(config)# power time-range tRange1

22.6 holiday

Zan A T E 28 AR A BUE 5 S PoE iR H . PoE i H il i@id power holiday v 4 & X«

holiday { exclude | include }

ZH
exclude —— L% PoE FifiH, Bl PoE i H HAMRAZ HA LA N Z B ik 2 ik
include — Q&R H, BT PoE i H I A 52 bl g Hh L A 2 i e & ik i . BRIAIE
BT

B

PoE i} [a] Bt X B (power time-range)
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7~
Bl B i 1R B tRange3 AN SR H -
TL-SL3226P-Combo(config)# power time-range tRange3

TL-SL3226P-Combo(config-pwr-time-range)# holiday exclude

22.7 absolute

A G E OB A R BRI A0 a0 H T, BB R S L R Rz dn HYI ] D 32 e sl 4%
fhrd . &/ no i 1T HUH BC & 1 20T i [A] o

e
absolute start start-date end end-date
no absolute
¥
start-date — IR H ], #3008 MM/DD/YYYY, #1101/01/2012.
end-date i HE, #%Ch MM/DD/YYYY, 11 12/31/2013.
B
PoE I} [r] Bt B0 (power time-range)
il

Bic & N [A] B tRange1 9M 2012 425 3 5 H#% 2012410 A 5 H:
TL-SL3226P-Combo(config)# power time-range tRange1
TL-SL3226P-Combo(config-pwr-time-range)# absolute start 05/05/2012 end

10/05/2012

22.8 periodic

i T LU IR R B ORI A B, RIATEASS M — A 2 LR R B . &
(K1 no i< I HCTH TG #5140 Jo SU3 e T

Cig
periodic { [ week-date week-day ] [ time-slice1 time-slice ] [ time-slice2 time-slice ]
[ time-slice3 time-slice ] [ time-slice4 time-slice | }
no periodic [ week-date | time-slice ]

2%

week-day

A, AN 1-3, 6, WATfHiA daily, off-day, working-day. H:
1 1-3, 6 FZonH—. B A=RAESN; daily £r8K, BE—2EH; off-day
JAR, BUJEZSAE H; working-day /s TAEH, BPJE—F & Fo. 5 i 28k . .
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B

R~

229

time-slice —— IR 8] F B, #% 08 HH:MM-HH:MM, 111 08:30-12:00.
week-date | time-slice —— i FC B 19 SR (] b iy ) 3 A Qe Ta) A Bt o

PoE I} [r] Bt B 10 (power time-range)

fic & i 7] B tRange2 A4 A ) 08:30-12:00:
TL-SL3226P-Combo(config)# power time-range tRange2
TL-SL3226P-Combo(config-pwr-time-range)# periodic week-date off-day

time-slice1 08:30-12:00

inactive

i 2 F T BC BN 8] B I RST8] i, I B) BORS A I 18] /R 2K 1% 18] s50)m PoE Wy el 6 AV, T
i DD e Se B AR FAE — AN E I [R] /UL E 2 LB . B no fin & TR ML Tl RE -

B

R~

inactive { mon | tue | wed | thu | fri | sat | sun | daily } { HH:MM }

no inactive

mon | tue | wed | thu | fri | sat | sun | daily —— &[] SR . daily RoRBER, R
JA—FE H
HH:MM —— 2R A0 8] £ 43

PoE I} [r] Bt B0 (power time-range)

Bi B 4 F58 home 1) PoE B[] B, &K1 00:00 4 PoE Wik 5 #5:
TL-SL3226P-Combo(config)# power time-range home

TL-SL3226P-Combo(config-pwr-time-range)# inactive daily 00:00

22.10 power holiday

%4 H T2 power time-range B TR H, B8 no iy AT MIBRAH N TR H o

[ile

power holiday name start-date start-date end-date end-date

no power holiday {name}
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B

R~

name — TR HAZFK, "JHIA 1~16 NFE4F.
start-date —— i H 2 s H#, #%x0% MM/DD, 1 05/01.
end-date — TR HME K HE, #%:A~ MM/DD, 111 05/03.

4 R B AR

€ SR H B P, JRE HGR IR Ey 10 H 1 HEI10 A 3 H:
TL-SL3226P-Combo(config)# power holiday NationalDay start-date 10/01

end-date 10/03

22.11 power inline time-range

e T v D E S I T B €1 no A& - HUH Sk e B

NG

power inline time-range {name}

no power inline time-range

name —— CLEIEE HII R B R 44 5

O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

M ) B tRange2 {1 v 111 2 H At B IR [R] B -
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if}# power inline time-range tRange2

22.12 power profile

%A T618— 1N PoE profile 0. &/ no 44 F T-MIF% C. B B 1 PoE profile X, PoE
profile LR T XF BAAHFJE 1) PoE #NgHT#HENE, AR P #ER{E. 1£ PoE profile 3
fErr, BCE Tum A=A PoE J@E: RE. k. BRII%E. g — PoE profile L, A5
W F R TAE R, w AR B AR
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kg

B

NG

power profile name [supply {enable | disable} [priority {low | middle | high}

[consumption { power-limit | auto | class1 | class2 | class3 | class4 }]]]

no power profile name

name —— profile XA FR, TN 1-16 NFERF. IR RS T, EKi%
ZRRTBAEX S FH, W“File 27,

supply —— profile S & )3 [ PoE JIRZ .

priority —— profile 47115 & it 11 PoE {5644 »

consumption —— profile SC4FH % B 13 1 PoE i KIh% . H power-limit, auto, class1,
class2, class3 #ll class4 TLANA[ETH . power-limit 27~ 0] T N BAABUE, BUE TG
4 1-300, Lh# ERROHAETRL 0.1W. filln, ZE5 8 Hug M s Kk Th 24 5W, N
Ak RN 50, auto FRox B R Gt H 86 i ) PoE i KT %, class1 &R 4W . class2
FKoR TW. class3 &~ 15.4W. class4 &7~ 30W.,

4 R B AR

B —> PoE profile X ff. profile X{F#FK2 IP Camera, PoE tRZHNTF)E, PoE
RAH AN, BRKITIEA BW,

TL-SL3226P-Combo(config)# power profile “IP Camera” supply enable priority low

consumption 50

22.13 power inline profile

%4 H T PoE profile SC{F R Bk i3 H . B/ no A F T HUH S A PoE profile S {

B

power inline profile name

no power inline profile

name —— C.FCE profile SCAFHIAFR, AN 1-16 D4 WERSCAF A2 AR (554
1%, TR ZARIAE S 5, 4nFile 27,

O AL & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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i
#4279 IP Camera i PoE profile 445 T3 11 2:

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)j# power inline profile “IP Camera”

22.14 show power inline

i M Ros 248 PoE 5 5.

LilSe

show power inline
B

RO A BT TS B AR X
R~

LR FR 4 PoE {5 B

TL-SL3226P-Combo# show power inline

22.15 show power inline configuration interface

iZ 4 T R 30 ) PoE BCE S B .

<

[ig
show power inline configuration interface [ fastEthernet port] [ gigabitEthernet
port ]
¥
port —— ZJR PoE B E(E B 15, B SR BTA i L PoE 15 5.
B
RO A BT TS B AR X
A~

BRI A S 1) PoE BL B A5 B -

TL-SL3226P-Combo# show power inline configuration interface

22.16 show power inline information interface

—

1% 4 F T R 3 ) PoE (5.

=3

=

show power inline information interface [ fastEthernet port] [ gigabitEthernet

port]
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¥

port —— &R PoE {5 B 115, BV BRFTH 1 PoE {2 8.
B

R BSR4 B B
i

LR BT A S Y PoE {5 B :

TL-SL3226P-Combo# show power inline information interface

22.17 show power time-range

2 T BRI A B EAS B .

[ile

show power time-range
B

AU A BT TS B AR X
~pl

BN B TR B A B

TL-SL3226P-Combo# show power time-range

22.18 show power holiday

Zdn % T SR EE AR H .

[ile

show power holiday
B

R B BT S B AR K
~pl

YNV S QIR 4=F

TL-SL3226P-Combo# show power holiday

22.19 show power profile

%A T B O L PoE profile U
fré

show power profile
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S
R RO AN BT A I B A
7~
o~ BEVSE X PoE profile U4

TL-SL3226P-Combo# show power profile
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#2325 ACLECE G4

ACL (Access Control List, #5113, @it & VCHE N AbFE AR DL i TR AL PR SR S %
BRI, ORI 224U M HI TR, s N g% 2 AT (E .

23.1 time-range

i H AN B, e/ no A4 FH TR LRI TR B . 24 TP BE B ACL A0 75 2 422 (1]
B ATILUERY, AT LASGRCE I TR B, ARG CEAR L A R T St i 18] Be 44 R 51 R TRl B, X 4R
RAEZAG E I T BEN AR R, TSI I 3] BE) ACL i iig .

LilSe
time-range name
no time-range name
¥
name —— ZEANINEIRIBAA TR, AN 1~16 D777
B
4 Jeyic B A
R~

ININ—"~444 tSeg1 ] B :

TL-SL3226P-Combo(config)# time-range tSeg1

23.2 absolute

24 T H BN ] BON A R, B/ no i & I T A5 I 4 x .

[ig
absolute start start-date end end-date
no absolute

¥
start-date — ZxRCN Bk aR H T, 20y MM/DD/YYYY, &y 01/01/2000.
end-date —— 4T RIAR H I, TE2C8 MM/DD/YYYY, 641 24 01/01/2000.
s H AR50 H R s, AR k4 A2

B

I 1) BB B AR R, (time-range create)
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NG

Wi B I 1) B tSeg1 AR, IFEVEHy 2012 425 H 5 H# 2012410 H 5 H:
TL-SL3226P-Combo(config)# time-range tSeg1
TL-SL3226P-Combo(config-time-range)# absolute start 05/05/2012 end

10/05/2012

23.3 periodic

A T HC B T BOS A IR, B no a4 45 A .

kg

B

NG

periodic [week-date week-day] [time-slice1 time-slice] [time-slice2 time-slice]

[time-slice3 time-slice] [time-slice4 time-slice]

no periodic

week-day JAR, B8 1-3, 6, T4 daily, off-day, working-day. H
H1-3, 6 XoRE—. A=, A=RAAEN; daily xR, EA—2FAH; off-day £x
JAR, BPREZSFIEH; working-day Ros TAEH, BUJE—2IE F. g 25 15 B .
AR TR B T 308 HH:MM-HH:MM.

time-slice

i ) R B A (time-range create)

YR TN INTY tSeg1 W RIEL, IS [R]YE R A K (1 08:30-12:00:
TL-SL3226P-Combo(config)# time-range tSeg1
TL-SL3226P-Combo(config-time-range)# periodic week-date off-day time-slice1

08:30-12:00

23.4 holiday

i & FH TR I (8] BeC B 3 4 45 78 I A) B B R H A &/ no i@ HI T2 AR H A

kg

B

holiday

no holiday

i ) R B A (time-range create)
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7~
e LN I tSeg1 B TR BOM R H AR
TL-SL3226P-Combo(config)# time-range tSeg1

TL-SL3226P-Combo(config-time-range)# holiday

23.5 holiday(global)

%2 T2 time-range ORI B H, B no v TIMERARR TR H
Cig
holiday name start-date start-date end-date end-date

no holiday name

ZH
name — iR HZFR, FHIA 1~16 D75
start-date —— i H 2 aG Hi, # =’y MM/DD, %1 05/01.
end-date — TR H MR E Y], #%:y MM/DD, 11 05/03.
S
4 JR e B AR
7~

SESCHAR H RS, JFIRE GRSy 10 1 HEI 10 A 3 H:

TL-SL3226P-Combo(config)# holiday nationalday start-date 10/01 end-date 10/03

23.6 access-list create

Zdn 4 H T Al bRk IPACL Flf & IP ACL.

Cig
access-list create access-list-num
¥
access-list-num —— ACL ID 5, Ui 100-299, 100-199 Jybzik IP vy il 4 51
%, 200-299 A¥ & IP Uizl sl .
K
2 R B AR
7~

Bl —A~ ID 54 123 [\k5iE IP ACL:

TL-SL3226P-Combo(config)# access-list create 123
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23.7 mac access-list

%4 T2 MAC ACL, ‘B no #ir4 H T MR i) MAC ACL. MAC ACL HUfE 4t Gl 5t
MAC Hidlk. HHI MAC Hibik. VLAN. =23 — B (5 KU IC R, o S (30 47 4
43 AT AL L

Cig
mac access-list access-list-num
no mac access-list access-list-num
ZH
access-list-num — ZEEIIALN ) ACL ID 5, HUETE DY 0-99.
B
2 R B AR
7~

Gl — ID 54 23 i) MAC ACL:

TL-SL3226P-Combo(config)# mac access-list 23

23.8 access-list standard

2 H T INARAE 1P ACL FUU, "/ no i@ Al TR RN . ARvtE 1P ACL W] AR £ 0
I

(1P ik A5 S s VLSRRI, o B 60 BEATAH N R 20 A A B

[ig
access-list standard acl-id rule rule-id {deny | permit} [ [sip source-ip] smask
source-ip-mask] [ [dip destination-ip] dmask destination-ip-mask] [tseg time-segment ]
no access-list standard acl-id rule rule-id

ZH

acl-id — ZE N E ACLID 5.

rule-id —— 4RI 1D 5.

op —— ATHMLATF I A2 VT T A I ) K54 E s Ak 3 7 X Hed deny 3Rs 2 3300 44 ; permit
FoRFEREE . BN permit.

source-ip —— FN L5 HYE 1P Hiudik .

source-ip-mask —— Y5 |P bk RS 2 G N T U 1P Huhik, T DA 2t N FH R (K465
destination-ip —— #LN AL 5H H 1 1P Hibik

destination-ip-mask —— H ) IP Huhik (3RS . AN T B 1P Hohk, 02425040 A A
82 PR RS o

time-segment —— A= RS TA] B A2 FR, SR IS N TE PR il
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B

NG

4Ry B AR

BN ID 504 120 FR#E IP ACL, AL IEI 10, Fer i 1P Hiik v 192.168.0.100,
ittty 255.255.255.0, FLI A RIS ] By tSeg1, Wi 2 LR O HHE €1, A2 #bl 7
PARE I

TL-SL3226P-Combo(config)# access-list create 120

TL-SL3226P-Combo(config)# access-list standard 120 rule 10 permit sip

192.168.0.100 smask 255.255.255.0 tseg tSeg1

23.9 access-list extended

iz H TNy i 1P ACL U, &/ no -4 FI 3 M BR SZRE I

[ile

access-list extended acl-id rule rule-id {deny | permit} [ [sip source-ip] smask
source-ip-mask] [ [dip destination-ip] dmask destination-ip-mask] [tseg time-segment]

[dscp dscp] [s-port s-port] [d-port d-porf] [tepflag tcpflag] [protocol protocol] [tos tos]
[pre pre]

no access-list extended acl-id rule rule-id

acl-id — ZERIE) ACLID 5.

rule-id —— AT IMAIFNE 1D 5.

op —— AZHMLR i A2 VT FC I () i 0 1 Ak 3 77 =X e deny 3Ron Z 374000 44 ; permit
FoRFEREE . BN permit.

source-ip —— FUNALE Y6 1P Hibik

source-ip-mask —— i IP Hulik fOHERD . 2 45N TR 1P ik, TU]0AZ5U N AR S B8R
destination-ip —— HLUEL (1) H 1 1P Mk

destination-ip-mask —— H () IP Huhik (3RS . AN T B 1P Hohk, 0242504 A
ISREL R

time-segment —— KU A= 3 (IS (R BE R 48 FK, B8 B S JC R il o
dscp —— W & dscp HIME, VuF 0-63.

s-port ——4 IP i3 $% TCP/UDP i, IHAbEC & AU 65 (1) TCP/UDP i 15
d-port ——4 |P ¥pii%&+$% TCP/UDP I, (AR & MU AL 2 () TCP/UDP H i 15

tcpflag—— f#H TCP Wpids), % & flag fI1E.
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protocol —— ¥ B ILIC A 307 B AR

tos —— M) IP ToS B A& R..

Pre —— FINIALE 1) IP Precedence Bt £

B
2 R B AR

7~
A —> 1D 504 220 K9 J& IP ACL, Jy LA 10, e 1P Hihlk 7y 192.168.0.100,
75/ 255.255.255.0, KA [ BN tSeg1, s b BN R, ScHbl T
PARE R :
TL-SL3226P-Combo(config)# access-list create 220
TL-SL3226P-Combo(config)# access-list extended 220 rule 10 permit sip
192.168.0.100 smask 255.255.255.0 tseg tSeg1

23.10 rule

i T 4E SR MAC ACL B, "B/ no i F T R AR B AR o

[ig
rule rule-id {deny | permit} [ [smac source-mac] smask source-mac-mask ] [ [dmac
destination-mac] dmask destination-mac-mask ] [vid vian-id] [type ethernet-type] [pri
user-pri] [tseg time-segment]
no rule rule-id

¥

rule-id —— HHTAIMAIFE) 1D 5.

op —— ATHMLAT I A2 VT T A I ) 54 A iy Ak 3 77 K He deny s 2 3400 £ ; permit
FoRFEREE . BUE A permit.

source-mac —— R EHUE MAC Hidik.

source-mac-mask —— i MAC i fHERD . #5145 TR MAC Hulik, WA 25t A AH
IR R

destination-mac —— RIS Z () H 1) MAC Hishil:.

destination-mac-mask —— H ) MAC il (RS . &% T B\ MAC Hihik, 2%
ZRUH AR L FERE

vian-id — FUUELE ¥ VLAN ID 5, BUETEFEN 1~4094.

ethernet-type —— FINALE LUK AUE B, AN 4 47 16 2%
user-pri—— F P RSeS, WUETEHEDY 0~7, SRAE I TCRRE].
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time-segment —— FL A= B I R] B A4 %, S48 B S e B

S
Mac Access-list fii B 5 5

Nl
i’ MAC ACL 20 gy#i 10, HA i MAC #ilk’~ 00:01:3F:48:16:23, LA
11:11:11:11:11:00, VLANID 52, HP el 5, BN A BN tSeg1, Xt
SESEFUN AR L, LT LA

TL-SL3226P-Combo(config)# mac access-list 20
TL-SL3226P-Combo(config-mac-acl)# rule 10 permit smac 00:01:3F:48:16:23

smask 11:11:11:11:11:00 vid 2 pri 5 tseg tSeg1

23.11 access-list policy name

ZAn 4 H 90 Policy, ‘E 1 no 4 H T MERXT M. # Policy 5 H . Policy Thaek: ACL Fsh{E4H &
ok, AR — NG RS, X RFA AN, ACL HUU AR it AT i8], I E B RER S G
MY+, QoS Remarking Flii I 5 5 ] .

Cig
access-list policy name name
no access-list policy name name
¥
name —— BN Policy K, AN 1~16 DNEFF.
B
4 JRi e B R
A~

IS In—A~4 R policy1 [¥] Policy:

TL-SL3226P-Combo(config)# access-list policy name policy1

23.12 access-list policy action

%4 H T4 Policy % ACL 12\ Action e B &2\ LL B SI1E, 1 no fir 4 H T IMBRAH RS .
e
access-list policy action policy-name acl-id

no access-list policy action policy-name acl-id

policy-name —— ¥ & ) Policy 14 FK, TN 1~16 NF4F .
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acl-id — Policy /EFH# ACL # ID 5.
K

2R E
il

N4 K policy1 1 Policy ¥ il ACL 120:

TL-SL3226P-Combo(config)# access-list policy action policy1 120

23.13 redirect interface

%2 Ty Policy WINEE 7301, BERILE ;AR ACL HIBE e K BHR €. "B no
i F T IR AR R o o

Cig
redirect interface { fastEthernet port | gigabitEthernet port }
no redirect interface { fastEthernet port | gigabitEthernet port }
¥
port iy 1 [ ) L 10 1, B ULIC 1 AR ACL OB 0056 3| L b 45 52 1 9
Flo SR I 9T i
K
Action it &
A~
N4 A policy 1) Policy W INzhfE, X754 ACL 120 AHRKUN e, Kk 3o 1 2:
TL-SL3226P-Combo(config)# access-list policy action policy1 120
TL-SL3226P-Combo(config-action)# redirect interface fastEthernet 1/0/2
23.14 s-condition
% Ty Policy I E ZNE. B/ no i TMIERsH1E.
[ig
s-condition rate rate osd { none | discard }
no s-condition
ZH

rate —— IS E FIAUEE R, BUETERAY 1~1000000 (kbps).
TN A R R AL B, B R A R s L b B 7 5K, B A4 EE (none)
FEF (discard) PIANIEIT. #RAE B AR,

osd
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B

NG

Action it & & 24,

479 policy1 1] Policy #INahfE, XF5& ACL 120 AHRFEN AR €L, s 2t
1000kbps, ZHMLHG T LLEFF

TL-SL3226P-Combo(config)# access-list policy action policy1 120

TL-SL3226P-Combo(config-action)# s-condition rate 1000 osd discard

23.15 s-mirror

Z i M8 Policy RIS B EI1E. B/ no fir & MHERBL &R B01E -

B

R~

s-mirror interface { fastEthernet port | gigabitEthernet port }
no s-mirror interface { fastEthernet port | gigabitEthernet port }

port —— BRI & H .

Action fic. & #x 2

%A policy1 | Policy T IIz{E, K556 ACL 120 H BRI £ €0 52 i 213w 11 2:
TL-SL3226P-Combo(config)# access-list policy action policy1 120

TL-SL3226P-Combo(config-action)# s-mirror interface fastEthernet 1/0/2

23.16 qos-remark

% T4 Policy 78N QoS HEARCahE, &1 no a4 M TR R sh 1T

[ile

qos-remark dscp dscp priority pri

no qos-remark

dscp —— QoS Hiridz DSCP, MULAC 1 MM ACL HI¥dE ik € DSCP 5, HUHEH
N 0~63, G Y TCIR

pri—— QoS HARILZ AL e, AVLE 7N ACL FEds (s € sk d. BUHIEH
N 0~3.
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B

NG

Action it & & 24,

%4 policy1 i Policy i INah1E, Xi4F& ACL 120 AHMKLIN ) #di 1, $55E DSCP
30, fLEgn 2:

TL-SL3226P-Combo(config)# access-list policy action policy1 120

TL-SL3226P-Combo(config-action)# qos-remark dscp 30 priority 2

23.17 access-list bind(interface)

Z & T90E Policy ZIHRE i 11, "€/ no fir & M T HUHZEE .

B

R~

access-list bind policy-name

no access-list bind policy-name

policy-name —— Z:455¢ i [ ] Policy £ FK .

BEORER (interface fastEthernet / interface gigabitEthernet)

4 policy1 4 2 1 2:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if}# access-list bind policy1

23.18 access-list bind(vlan)

Z 4 T485E Policy 2|45 VLAN, "B no fir % H THUHIEE .

=

=3

access-list bind policy-name

no access-list bind policy-name

policy-name —— %:455€ #| VLAN [#] Policy 4 ¥5.

Ol E A (interface vian)
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i
# policy1 % %] VLAN 2:

TL-SL3226P-Combo(config)# interface vlan 2

TL-SL3226P-Combo(config-if}# access-list bind policy1

23.19 show time-range

i H BRI (8 BUR L E

LilSe

show time-range
B

RO A BT TiE B AR X
R~

B P A I TR B A

TL-SL3226P-Combo# show time-range

23.20 show holiday

in A M Ros T e SRR H .

[ile

show holiday
B

RO A BT TS B AR X
~pl

s H BLE

TL-SL3226P-Combo# show holiday

23.21 show access-list

Zar T s ACL L& .
£

=

show access-list [acl-id]

ZH
acl-id — ZE/REER ACLID 5.
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B
R R BT E LA
a1l
75 ID 54 20 i) MAC ACL FARCH :

TL-SL3226P-Combo# show access-list 20

23.22 show access-list policy

Zan 4 T &R Policy L& .

LilSe
show access-list policy [name]
2
name — R E K policy KA .
B
RO A BT TS B AR X
~pl

R4 policy1 FfE K

TL-SL3226P-Combo# show access-list policy policy1

23.23 show access-list bind

iz 4 H T 575 Policy 465 it & .

—

[ile

show access-list bind
B

R BN BT A e B AR K
~pl

7~ Policy 40 W & -

TL-SL3226P-Combo# show access-list bind
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243 MSTP LB rd

MSTP (Multiple Spanning Tree Protocol, 24 i) 275 STP A1 RSTP i 2&ft |, R4k IEEE
=il E ) |IEEE 802.1S bRt AL 1,  FHT-7E R X o v B 2 B 2% )= 0 SRR B WMo A BT
WA AR R i A it — R B R SR 1 5 2k B BT DU RIS 1 H I, [ B S B 44 AN
AR AR o

24.1 spanning-tree(global)

Zam A T AR I AN IIRE, T no v F T 45 AR B D) e .

LilSe

spanning-tree

no spanning-tree
B

4 e B A X
R~

TR A HAL )L A T e -

TL-SL3226P-Combo(config) # spanning-tree

24.2 spanning-tree(interface)
1Zan A e i DI JE A s DheE, B/ no a2 25 F A2 st TR
i

spanning-tree

no spanning-tree

B

O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

il
TFJE I 1 2 B9 AR B Dl e -
TL-SL3226P-Combo(config) # interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if}# spanning-tree
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24.3 spanning-tree common-config

Zan 2 AR IR O E, B no e HTFIKEBIAEE . CIST (Common and Internal
Spanning Tree, AJLFIPNEAE M) & IEHE—NACH ML N BT A 3% AL B o ARdn 4 HRECE
ity [ 3EF CIST IS LK T s2 6 3 H 240

i

spanning-tree common-config [port-priority pri] [ext-cost ext-cost] [int-cost

int-cost] [portfast {enable | disable}] [point-to-point {auto | open | close}]

no spanning-tree common-config

pri B RS, AR 72 i 1 15 2 KT i Ve 46 1B R o 1 PR S B4 AR, RIS 2%
PET PR 9 e s R iR o (B, FoRiRSe i . BUEVER] 0~240, [A]
k16, SREM Y 128,
ext-cost —— HMBERARTTAS . BRAEAFE MST Bz [Mfigie b, HTGFBREANTHE
HARTT IS5 A0, RN 2 120 2 T SOk Dy iR e 1 R AE . (B, ol
Se R, SREAE S,
int-cost —— WIBERAETTAH . ‘B2AE MST SN E4E b, FH T IR AT SRR AR T4
RIS, TR R A 52 1200 1] e 75 2 0 o AR o R, SRt o Zolkis,
A B
portfast —— & & B A% H, SEn A% (disable). 1% I H BHZEIRA [F) i
FORFITRERS, TSEHURETRS, TC/ SR AEIR I 1] o
point-to-point —— 5% s BEBOIRAS ,  H 3l (auto) < 556 T 5 Copen) Flai il 5% 4] (close )
ZANEIR, SRAEI A B PARON O P 1, SRR g B i E S
JURT APRHT #8258 AOIRAS s DTl AN 0 B2 1) e i SE R I ]

B
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~
JE T 1 /) STP Lhfg, JFscE LSy 64, AL SMERER4RITE Y9 100, JFEL
iy 11 :
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1
TL-SL3226P-Combo(config-if)j# spanning-tree common-config port-priority 64

ext-cost 100 int-cost 100 portfast enable point-to-point open
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24.4 spanning-tree mode

% F T B A A R, B no i TR R ERARCE .

Cig
spanning-tree mode { stp | rstp | mstp }
no spanning-tree mode
¥
mode —— I, 47 stp. rstp. mstp = ANED, BRI stp. Hor stp Ak ek
HARI: rstp JyPRd 2L B HeAI I mstp 2 B A R .
K
2 R B AR
A~
BEEE MRy MSTP:

TL-SL3226P-Combo(config)# spanning-tree mode mstp

24.5 spanning-tree mst configuration

Zr 2 T BN 3 MST Bt BN, B no a4 TR ARSI S5 1 2 N BRI &
w4
spanning-tree mst configuration

no spanning-tree mst configuration

A

ERREB
N

HEA MST FEEHIR

TL-SL3226P-Combo(config)# spanning-tree mst configuration

TL-SL3226P-Combo(config-mst)#

24.6 instance

Zar & THEE VLAN-MSTP SLls, B/ no fiv4 HI T 5 BRS¢ 28 I BRAH B el szl

WMIER)E, 5 SEBA RIS C R th PR .

[ile

X

instance instance-id vlan vian-id

no instance instance-id [vlan vlan-id]

144



AL A AT A

B

R~

instance-id — =245 ID, Jull N 1~8.
vian-id —E N N\ 1Z 524§ VLAN 1D,

MST Fi B &

4 VLAN-100 BJSft 2152451 1

TL-SL3226P-Combo(config)# spanning-tree mst configuration
TL-SL3226P-Combo(config-mst)# instance 1 vlan 1-100

HUH VLAN1-50 X245 1 fr s -

TL-SL3226P-Combo(config)# spanning-tree mst configuration

TL-SL3226P-Combo(config-mst)# no instance 1 vlan 1-50

24.7 name

22 M T HCE MST Sl )34 - MSTP W] LICKE A e j 28 4l 73 9 22 ANk, A 76 AR [RISBC EL AT VLAN-
SEAG WA 5 2R S HALBEA & T 7 —A> MST 5 (Multiple Spanning Tree Regions, 242 i) .
SR B i B A AE T G0 -

[ile

28

B

NG

name name

name B4, FHTARR MST &, "HA 1~32 777

MST Pt B

B & MSTP {384 4 region1:
TL-SL3226P-Combo(config)# spanning-tree mst configuration

TL-SL3226P-Combo(config-mst)# name region1

24.8 revision

iz M THECE MST LB 1T 40 .

kg

revision revision
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¥

revision BT, 5N 0~65535.
B

MST i & Ak =
7~

FL & MSTP 21T 4458 100:
TL-SL3226P-Combo(config)# spanning-tree mst configuration

TL-SL3226P-Combo(config-mst)# revision 100

24.9 spanning-tree mst instance

2 M THCE MST SLBlRIEdedt, €/ no fir& H T Ik RIS Bl BRI 6 4

spanning-tree mst instance instance-id priority pri

no spanning-tree mst instance instance-id priority

ZH
instance-id — =45 ID, Yu[EH 1~8.
pri —— MSTI RS, ERTEXT RSB ID 8 A AL 75 2 W i AR AR 1) 2 B4
. WUEVEE 0~61440, [A]fE 4096, @A)y 32768,
B
2R E
7~

JE IS 1, HFscE MSTIL /a4y 4096:

TL-SL3226P-Combo(config)# spanning-tree mst instance 1 priority 4096

24.10 spanning-tree mst

Zan A AT MSTP Sl L E, ©H no fir 4 F TS0 RSl I A ERINBC B . 3 L ZEAS [F] 11
Az B S b AT DLAEAEAN R R 1, A i B ORTC B AN [RS8 1D w1 1 24K
4

spanning-tree mst instance instance-id { [port-priority pri] [cost cosf] }

no spanning-tree mst instance instance-id

instance-id —— 5 EHC & i R SEE) 1D 5, BUE VR 1~8.
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B

NG

pri S RS, ERAERT BISEH 1D, R i 11 A 75 2 O i 15 24 D9 AR i 11 )
K. HUEYEH 0~240, [HIFE 16, SRR 128,

cost — BRAEITHT . BRATTTHSRAE MST 3N AR RSl h, Al Tt Bk e A i SRR AR
TS, RN R E 120 2 5 2 ok i DRSS . Ellh, R
i, SEINE D).

B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

BCE S 1 1 1 RN 64, BRARTTES Y 2000:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1
TL-SL3226P-Combo(config-if)j# spanning-tree mst instance 1 port-priority 64

cost 2000

24.11 spanning-tree priority

i TR EMIEH, ER no T REBIARE .

B

R~

spanning-tree priority pri

no spanning-tree priority

pri— Mrftdedt. BUEIEH] 0~61440, SR Jy 32768,

4 R B AR

BB MLy 4096:

TL-SL3226P-Combo(config)# spanning-tree priority 4096

24.12 spanning-tree tc-defend

i M TR E AR 4R TC R, B no a4 TREBOARCE . B&ERILE] TC k3L (1M
AN R AEAACHIERIRCD J5, SPATHAER TR ERIE . RS2 2R EK TC HRCHh T,
PRI B4R 2 20 A i RARKAH, 25 IR AR E i RARCKRRUE . TC fRmT BARR il — € I A
SEHMFL TC LI RHH AT Pl bk R I MR 4%
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kg

B

NG

spanning-tree tc-defend threshold threshold period period

no spanning-tree tc-defend

threshold —— TC {#4"RME, BUEIEHE 1~100 (KdEt), BERN 20, TC Y {HE
At TC GRAP AN, 2B R TC O K H « B H 5, ACHBLAE )
P AN TR AT M i - 2 PR A

period —TC {R3 I, BUATERI 1~10 (Fb), #ER N 5.

4Ry lic B AR

BCE TC (R IR{E Y 30 it e, TC LRy 10 £D:

TL-SL3226P-Combo(config)# spanning-tree tc-defend threshold 30 period 10

24.13 spanning-tree timer

% F T HC LA B IR IR T L 2 AU TA) . ARASERT, B/ no dr & TR R ERIARCE .

kg

B

R~

spanning-tree timer { [forward-time forward-time] [hello-time hello-time] [max-age

max-age] }

no spanning-tree timer

forward-time —— A&HAERT, RITEMIZS AR fG , A8 LA ity 1 AR AT A% Y A B 1 1],
BUETERN 4~30 (F2), BRIMEN 15, FFH 2x (fEHIZERF-1) 2Z AL E .
hello-time —— T4 8], BIAS AL A 1% W SCHR SC I FEL I, PR T 0 e 15 A7 A e e,
BETEREA 1~10 (B, BRAMEN 2, FFH 2% (BRI +1) <E AR,

max-age —— EAUKTIE], RIHMIARSCTEAZ bl o BB 9% ORAT 1 s K AR A, BBV B A
6~40 (F), ERIMEAN 20,

4 R B AR

B A B AR S E Sy 16 B0, IBRERIS TRy 3 70, ZALIS TR 22 #5-
TL-SL3226P-Combo(config)# spanning-tree timer forward-time 16 hello-time 3

max-age 22
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24.14 spanning-tree hold-count

i T BB A R R IR ], ER no fr I TIREBAE

LilSe
spanning-tree hold-count value
no spanning-tree hold-count
¥
value TR, RIEEREANECEE I R, i 2 e 08 & I B SR O T R . TR
Y5 1~20 (pps), ZRIMHE N 5.
B
4 e B A X
R~

B AR R Y 8pps:

TL-SL3226P-Combo(config)# spanning-tree hold-count 8

24.15 spanning-tree max-hops

i 2 F e BLAR R SR SO R iR KBRS, B no dr @ TR RN E .

spanning-tree max-hops value

no spanning-tree max-hops

28
value —— f KBEEL,  BIBMSCGR SO A A BRI e PR T 25 o AR, BBV
v 1~40 (6, BERINMEN 20,
B
4 R B AR
R~
BCE HONBECY 30:

TL-SL3226P-Combo(config)# spanning-tree max-hops 30

24.16 spanning-tree bpdufilter

w4 T O94RE s 1 T BPDU s JEThfg, B 1 BPDU ST IE DI RE R 11, AN BRSO %
RATAT BPDU 3L, {HZ& 24k | &1 BPDU 3L, A7 k22 #1521 BPDU 5T B
PRAE STP THE M IEHIVE. EHI no T4 T2 % hRg .
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kg

B

NG

spanning-tree bpdufilter

no spanning-tree bpdufilter

0L & 15 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

o 1 2 HF 5 BPDU I3 38 D) g
TL-SL3226P-Combo (config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if}# spanning-tree bpdufilter

24.17 spanning-tree bpduguard

Zm AT g ER D (FIFRiA%EIT (edgeport) THAE) JT/E BPDU {47 3hée, JHH 7 BPDU
A IEE S, WS CkE] T BPDU R, MSTP Hbi4ix Ll (G EH, [R]85 & 1 Lok 113
MSTP <], e i 0 H B & BN SRIRE . E1 no tn & H T2 Z3hit .

[ile

B

R~

spanning-tree bpduguard

no spanning-tree bpduguard

B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

NI 2 I 5 BPDU 3 D) RE
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# spanning-tree bpduguard

24.18 spanning-tree guard loop

A TR MR RI DIRE, B no fir & I 252 Thae . PRER R4 AT LARSS 1 by T4 B 40 28wl
PRI EERR,  SECT IR O T AR, TR S BRI G

kg

spanning-tree guard loop

no spanning-tree guard loop
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B

NG

B O AL B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

FEJE G 1 2 IR ER OR A
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if}# spanning-tree guard loop

24.19 spanning-tree guard root

Zn 2 TR ARMRY, E1 no fird T2 1ZThRe . IR ORY 7T AT L 4 BT A E AR M R B AR M
Moz, AT SR A X 2% Fh A S R R R AR

[ile

B

R~

spanning-tree guard root

no spanning-tree guard root

B0 A B 2 X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

TEE o 2 AR R
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# spanning-tree guard root

24.20 spanning-tree guard tc

Zan 2 H T TC /4, B no fr &M T2EMiZThee. BH TC fRIFThEE)S, “THMILE “TC &
PRI A, UKE) TC-BPDU Wl KEH Ny “TC R4 BIME” AP Bti % H , Bz H Ja, AZ#pl
FEZ A A B EAT M IR N Bk 1 o SRR R TT DASRE S 50 2 s B e i b ik 2 T

kg

B

spanning-tree guard tc

no spanning-tree guard tc

O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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A~
JFR 1 2 /) TC fR4:

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if}# spanning-tree guard tc

24.21 spanning-tree mcheck
% T A I BGEF .
e

spanning-tree mcheck

S
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

NG
JE 3 1 2 B SGE RS

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if}# spanning-tree mcheck

24.22 show spanning-tree active

A T BoR A R ) A ATE AT IS E B

LilSe
show spanning-tree active
B
RO A BT TS B AR X
R~

R S A AT TIRSE R
TL-SL3226P-Combo# show spanning-tree active

24.23 show spanning-tree bridge

iz H T B E M SR ERE R .

—

=3

=

show spanning-tree bridge [ forward-time | hello-time | hold-count | max-age |

max-hops | mode | priority | state ]
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B

R BB L 2
P

SR SRR S

TL-SL3226P-Combo# show spanning-tree bridge

24.24 show spanning-tree interface

Zin A AT oA mM R OB E R,

Cig
show spanning-tree interface [ fastEthernet port ] [ gigabitEthernet port ] [edge |
ext-cost | int-cost | mode | p2p | priority | role | state | status]
¥
port — FEIRACEE B A S, SR ORI i LGB R .
K
e A BT T B AR
A~

BN T i AR A S

TL-SL3226P-Combo# show spanning-tree interface

BRI T2 H A RS S

TL-SL3226P-Combo# show spanning-tree interface fastEthernet 1/0/2
SR 2 AR AR

TL-SL3226P-Combo# show spanning-tree interface fastEthernet 1/0/2 mode

24.25 show spanning-tree interface-security

i A FH T s AR O ) 1 R B S

show spanning-tree interface-security [ fastEthernet port ] [ gigabitEthernet port |

[ bpdufilter | bpduguard | loop | root | tc | tc-defend ]

port —— RN BC EAS B 15, SR I R B A i BB S
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B

NG

FEBURE R BT E B

BN D 2 AR ELE R

TL-SL3226P-Combo(config)# show spanning-tree interface-security

BRI 1 KRR EE R

TL-SL3226P-Combo(config)# show spanning-tree interface-security fastEthernet
1/0/1

TR BT A i 1 BPDU Jd JERC EAS 2.

TL-SL3226P-Combo(config)# show spanning-tree interface-security bpdufilter

24.26 show spanning-tree mst

—

=

=3

B

NG

124 FH T S 7 A B B S5 8

show spanning-tree mst { configuration [digest] | instance instance-id | [ interface
[ fastEthernet port ] [ gigabitEthernet port]]}

instance-id — R EAS SIS ID, HUETEFE 1~8.
port —— E BRI E S B 05, SRR A b D R E S S .

R R BT A E B

BRG] B TIRESE R

TL-SL3226P-Combo(config)# show spanning-tree mst instance 1
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%252 IGMP BB &4

IGMP Snooping (Internet Group Management Protocol Snooping, IGMP {iil1) &g fTEAZ bl
IR R, AT EE AL . B IGMP i HT DygE nT LA kb S 2 7R 1 I 4
SRR

25.1 ip igmp snooping(global)

Zin 4 T IGMP A RALE, B0 no 44 TAUR %,

LilSe
ip igmp snooping
no ip igmp snooping
B
4 Jeyic B A
R~

)a IGMP 2 J/iC & -

TL-SL3226P-Combo(config)# ip igmp snooping

25.2 ip igmp snooping(interface)
a4 H T vde e uh L& IGMP Snooping Thig, "B no iy 4 H T2 1ZIhRE
e

ip igmp snooping

no ip igmp snooping

B
B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Nl
FFJ 11 3 1) IGMP Snooping T :

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# ip igmp snooping

25.3 ip igmp snooping immediate-leave

Zifir 4 T RCE DO BUE BT SRS, &0 no fr & I T40H 23t
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Cig
ip igmp snooping immediate-leave
no ip igmp snooping immediate-leave
B
0L & 15 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

TEJE 3 1 3 A PRos B T D e -
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# ip igmp snooping immediate-leave

25.4 ip igmp snooping drop-unknown

Zn 2 TR R HFERSCEIFEIhRE, B/ no dr T2 RE

LilSe
ip igmp snooping drop-unknown
no ip igmp snooping drop-unknown
B
2R E R
A~

TR RFNH RS EFE I RE -

TL-SL3226P-Combo(config)# ip igmp snooping drop-unknown

25.5 ip igmp snooping vlan-config
Zm 4 T8 {8 & VLAN 1) IGMP SNOOPING g, FHEHIL IGMP 4 DL K 1) 2 i A 2H & 1
tk4H. B/ no v H T2EH R VLAN 1) IGMP SNOOPING 6§, IGMP {5t Wt it 2 37 [ 4 4% 41
AEFET VLAN 7 HES ), AR VLAN 7 LB AR H) IGMP 24, A& F TRCE B> VLAN )
IGMP {iilfr 2%
e
ip igmp snooping vlan-config vian-id-list [ rtime router-time | mtime member-time |
Itime /eave-time | rport interface { fastEthernet port | gigabitEthernet port } |

ip igmp snooping vlan-config vian-id static ip interface { fastEthernet port |

gigabitEthernet port }

no ip igmp snooping vlan-config vian-id-list
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B

NG

25.6

no ip igmp snooping vlan-config vian-id static ip

vian-id-list —— FEEH IGMP 2%/ VLAN ID %11, HUETER 1~4094, #%:K 1-3,5.
router-time —— % H 2% v N (8] o ZE BTN TE] A, A SRAZ S BL A AN H 45 3 1 $e S 3]
AWIRSC, WAy iZ s e # i 2R 2. BUHEYEH 60~600 (F5), BRIAHE Y 300.
member-time —— Ji i 3y LIS (8] o £E BTNt TA] A, 0 A8 3L v H2 A 381 Bl iy 11 3%
MR SIRSC, HECIZ I s Ak BUE Il 60~600 (F)), ERIMEA 260.
leave-time —— E§TTH G ], BRI FATL A B TR SCHAZ #p LA 2 A L AL 4
T B IRD BT 8] o BB YE FEL 1~30 (FD), BRIME N 1.

port —— AZHRMLAL 5L I 5

vian-id — #414% IP 1) VLAN ID, HU{E 5[ 1~4094.

ip —— ERASASE P bk,

port-list —— 7 % 115155 o

4Ry B AR

JA I VLAN 1-3 1] IGMP {5t Zhig, K5 e A1 4% i i 1e] 32 B Dy 300 A+ Al b i 11
i [E] B B 200 D, JEHE VLANA-2 1) 85 T i B (8] B B 15 #):

TL-SL3226P-Combo(config)# ip igmp snooping vlan-config 1-3 rtime 300
TL-SL3226P-Combo(config)# ip igmp snooping vlan-config 1-3 mtime 200
TL-SL3226P-Combo(config)# ip igmp snooping vlan-config 1-2 Itime 15

7E VLAN 2 s g A ik bk 26 B, 204K IP O 225.0.0.1, % K0 1 A% 1 1-3:
TL-SL3226P-Combo(config)# ip igmp snooping vlan-config 2 static 225.0.0.1

interface fastEthernet 1/0/1-3

ip igmp snooping multi-vlan-config

Zan & T 82 VLAN, B/ no fir F I ERAE B2 A9 2H 4% VLAN.

[ile

ip igmp snooping multi-vlan-config [ vian-id ] [ rtime router-time | mtime
member-time | Itime leave-time | rport interface { fastEthernet port | gigabitEthernet
port}]

no ip igmp snooping multi-vian-config
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B

R~

25.7

vian-id —— FTHEBMLIECER VLAN ID, HUETEHE 2~4094.

router-time —— % H1 25 b [ (8] o £ T BC (8] A, G SRAZ B LA AT A 2 B 1 #2021
AW, BUAJ Iz s i LR BUEYEH] 60~600 (F5), BRIAHE Y 300.
member-time —— & 4 ¥ VS [A) o £E T BE (8] A, S SR AL A U2 s 0 3 11 4038
AR & RS, HUAIZ A S R 3. BUE L 60~600 (F0), BRIME N 260.
leave-time —— T Ja i 18], B FEAUAE BT RS RIS HMU1Z T ML 1 AR
I ER A TRIRR I ). BUEVE ] 1~30 CRD), ERIMEN 1.

port ——SZHRHLL G 3 15

4 R B AR

JFIR 4H4% VLAN ZiRg, 351 & VLAN 3 fi e as i L1 [R] 9 100 A5 B G4 11 8] 2 100
Pho BITHE IR 3 8D, A i g 1 3:

TL-SL3226P-Combo(config)# ip igmp snooping multi-vlan-config 3 rtime 100
TL-SL3226P-Combo(config)# ip igmp snooping multi-vlan-config 3 mtime 100
TL-SL3226P-Combo (config)# ip igmp snooping multi-vlan-config 3 Itime 3
TL-SL3226P-Combo (config)# ip igmp snooping multi-vlan-config 3 rport

interface fastEthernet 1/0/3

ip igmp snooping filter(global)

i H T IS s e AR e R e AL S H . B/ no dr & F TR g 2 H . FER T
IGMP il Dhfg e, wT LA e P 20 4 e dn ok PR il s 1 RE NN ROk sk Vs T, AT R ) FE P X 2
FEATH I i AE . AR VEE Y 224.0.0.0~239.255.255.255, AT LA 1945 24 20 4% Hh bk v LRy
224.0.1.0~239.255.255.255,

[ile

ip igmp snooping filter id start-ip end-ip

no ip igmp snooping filter id
id —— FyEHLAE ID, 5N 1~30,

start-ip —— I JEHUIE B AL UG H 7R 1P Hudik.
end-ip —— TEEHLHE B 25 A ZH % 1P Hbhik .
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B
A R B
P
AN ID 52y 3 AR g H i iEbhE BN 225.1.1.1~226.3.2.1:

TL-SL3226P-Combo(config)# ip igmp snooping filter 3 225.1.1.1 226.3.2.1

25.8 ip igmp snooping filter(interface)

wn A M E B LI, B0 no ar S TIKEEVAECE . i HAE IGMP R R ST, 224l
SRR SOR 20 1 L B R AR I DL 1D, A SRR AL ARG U, PRI AN A E A
TR e A B3R, BN 2> F581% IGMP i isc, izl 7 P Brae I 2145
4.

Cig
ip igmp snooping filter
no ip igmp snooping filter
B
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

JFE o 3 B g T ae
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# ip igmp snooping filter

25.9 ipigmp snooping filter add-id
a4 48 2 v s i 75 Zad R A #E Mk B, B no A TR X B R i e s bt .

w4
ip igmp snooping filter addr-id addr-id list
no ip igmp snooping filter addr-id addr-id list

addr-id list —— HOghe ikt 1D, #3008 1-3,

O AL & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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i
Y 5E UL 2-6 FIHCHE I 3

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# ip igmp snooping filter addr-id 2-6

25.10 ip igmp snooping filter mode

i 4 P T BB A S 3 AR

Cig
ip igmp snooping filter mode mode

¥
mode — i JEFNMERS, 5% (accept) aibi4s (refuse). iEF% refuse i, ALK
ZF AR H R DE b B b A AR Bdla 2, TR+ accept I, AZHpL H AL
P& b7 2H % 0 etk B b B AR A

B
B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

A~

i€ i - 3 By PRy accept:
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# ip igmp snooping filter mode accept

25.11 ip igmp snooping filter maxgroup

i A F TR i 1 e 2 BE A AR 410 % H -

[ig
ip igmp snooping filter maxgroup maxgroup

ZH
maxgroup it F B 2 BEIN AR AHAE A A H o € i H i 2 BRI AR B H 2 N
T 7 1k o A R

B

O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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A~
€ i 1 2-56 | Z AN 10 DR

TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/2-5

TL-SL3226P-Combo(config-if-range)# ip igmp snooping filter maxgroup 10

25.12 ip igmp snooping querier vian

i H TSR EVLAN T EREIGMP AT & 25 DI g, & fInodr 4 I 45 I Hi € VLANH (1IGMP1it
W B ERDIRE -

[ig
ip igmp snooping querier vlan vian-id
no ip igmp snooping querier vlan vian-id
¥
vlian-id — VLAN ID, 3 41-4094.
B
4 Jeyic B A
A~

FEVLAN1 {5 BEIGMP it Wit 25 1] 25 D RE :

TL-SL3226P-Combo(config)# ip igmp snooping querier vian 1

25.13 ip igmp snooping querier vian (general query)

Z a2 H T EIGMPH & &K H AR SE, Efinom & H TREERAECE .

[ig
ip igmp snooping querier vlan vian-id {query-interval interval | max-response-time
response-time | general-query source-ip jp-addr}
no ip igmp snooping querier vlan vian-id { query-interval | max-response-time |

general-query source-ip }

vlian-id —— VLAN ID, [ 41-4094.
interval —— I IE A A AR SCHIIS TRITRIRG ,  HUEL VS LA 1-30080,  BRIAE 960745
578 2 7 WSR3 A AR ST B f R B TR, EUE G 1 2025780,

response-time

NN RSNV
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B

NG

ip-addr —— IGMPiT Wy & 1) 5% T A 34 8 A B RO RITRIP,  ASREDSALARR B 4k ik .
BRMEH192.18.0.1.

4Ry B AR

FEVLAN2 {5 BEIGMPT T 25 1) &5 38 F 7 W 4R SCH AOK AT RE 920080, 5 A B 8] 24
20%5:

TL-SL3226P-Combo(config)#ip igmp snooping querier vian 2 query-interval 200
TL-SL3226P-Combo(config)#ip igmp snooping querier vlan 2 max-response-time

20

25.14 ip igmp snooping querier vlan (specific query)

Zan A T BIGMPHTT & H 25 1R E HE M SH, & Mnodr & H TR EVARCE .

[ile

B

R~

ip igmp snooping querier vlan vian-id { last-member-query-interval interval |

last-member-query-count count | special-query source-ip ip-addr}
no ip igmp snooping querier vlan vian-id { last-member-query-interval |

last-member-query-count | special-query source-ip}

vlian-id —— VLAN ID, Ju[51-4094.

interval —— RIENRFE ARSI (e R Rg,  BUEVEE A58, BRAMENIRD. &
WA BT AR SO Hoizdm 1 POE BT DI REBCR TR I, 4 2 508 R € HE IR L
count —— &l AR KIEFHE A AW KR, BUEEE12I54, BUAME 24 . HE
W% AE 58 W€ R IR E L B R SOF HRA W S RS2 5, ASHAURE A L2 1
A A IR 2 R 0 o

ip-addr —— |GMPTT 75 1 4% T A28 15 E AL R SCROURIP, ASBE AR i) FE L
BiINME4192.18.0.1.

4 R B AR

FEVLAN2 115 B IGMP it Wr 25 ) 25 45 58 2 A W4 SCH A& IR 270 -
TL-SL3226P-Combo(config)#ip igmp snooping querier vian 2

last-member-query-interval 2
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25.15 clear ip igmp snooping statistics

4 S P IIR 00 IGMP 05 (3 5.

LilSe

clear ip igmp snooping statistics
B

R B A BT e B AR K
R~

HER IGMP i34t iH5E R

TL-SL3226P-Combo(config)# clear ip igmp snooping statistics

25.16 show ip igmp snooping

Zm AT RN IGMP & RELEE .

[ile

show ip igmp snooping
B

UL ORI BT E B X
R~

Z78 IGMP 25t B 15 B -

TL-SL3226P-Combo# show ip igmp snooping

25.17 show ip igmp snooping interface

Zfr 2 TR IGMP i HC EAS B

[ig
show ip igmp snooping interface { fastEthernet port | port-list | gigabitEthernet
port | port-list } { basic-config | filter | packet-stat }
ZH
port —— ELEIRELE A B 1 15,
port-list ——EL 5 R e B AE B 1 513K
basic-config | filter | packet-stat —— & F B /R KA I B S S
K

R R BT HE LA
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A~
BRI 2 1) IGMP BEART B A5 B

TL-SL3226P-Combo# show ip igmp snooping interface fastEthernet 1/0/2
basic-config

EREG T 1-4 1 IGMP $#C4eiHE B:

TL-SL3226P-Combo# show ip igmp snooping interface fastEthernet 1/0/1-4

packet-stat

25.18 show ip igmp snooping vian

Zfr 2 H T 278 IGMP VLAN AL &5 S

[ile
show ip igmp snooping vlan [ vian-id ]
¥
vian-id — %275 VLAN 5
B
e A BT TiE B AR X
R~

7~ VLAN 2 /) IGMP Snooping it & 15 5 :

TL-SL3226P-Combo# show ip igmp snhooping vian 2

25.19 show ip igmp snooping multi-vlan

i T 2R VLAN LB E R .

[ile

show ip igmp snooping multi-vlan
B

AU ORI BT E B X
NG

PR HE VLAN BLEAE S

TL-SL3226P-Combo# show ip igmp snooping multi-vian
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25.20 show ip igmp snooping groups

4 T SR B RS B FTLLZE B TR I TR S 4 A SR ds s VLAN (93 LA Al
HEE
[ig

show ip igmp snooping groups [ vlan vian-id ] [ count | dynamic | dynamic count |

static | static count ]

vian-id — B R HFEE S VLAN 5,
count— ‘B R FTE AR EH .
dynamic— E&E A A HEHARE L.
RRBAHEHRIEHE .
static— A& PTA KRS HIRAEE .
static count— WoRFRSHRRATIEHE

dynamic count

B

RERUIE R BT L B A
i

SRR B 5%

TL-SL3226P-Combo#show ip igmp snooping groups

Z78 VLAN 5 T 43k 26 H -

TL-SL3226P-Combo(config)#show ip igmp snooping groups vlan 5

78 VLAN 5 1 (A FE A 2% H AL

TL-SL3226P-Combo(config)#show ip igmp snooping groups vian 5 count
78 VLAN 5 s AR H1E B -

TL-SL3226P-Combo(config)#show ip igmp snooping groups vlan 5 dynamic
78 VLAN 5 i S AR H 15 B -

TL-SL3226P-Combo(config)#show ip igmp snooping groups vlan 5 static
Z78 VLAN 5 ) sh A 4046 2% H -

TL-SL3226P-Combo(config)#show ip igmp snooping groups vlan 5 dynamic count
Z78 VLAN 5 i) ds 24 25 H -

TL-SL3226P-Combo(config)#show ip igmp snooping groups vlan 5 static count
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25.21 show ip igmp snooping filter

i M RoR AR PR AE R .

Cig
show ip igmp snooping filter [ filter-addr-id-list ]
ZH
filter-addr-id-list —— %5 7R AL JEHIIEAE B el 1D, AT 2 2%, #8208 1-3,
5, SREI RS D HIECEE R .
K
R BN BT A e B AR X
7~

ATV SRR ORI MR PSS

TL-SL3226P-Combo(config)# show ip igmp snooping filter

25.22 show ip igmp snooping querier

%A H T R VLAN HFIGMPAT T A ] 25 1015

[ig
show ip igmp snooping querier [ vlan vlan-id ]
¥
vian-id — ERR B MG S HVLAN ID, BUETEE1-4094. HATRE, WA
VLANH 2 i) 25 T &
B
R BN BT e B AR X
~pl

7R VLAN2H IGMP A I 25 1) 2= 45 5 -

TL-SL3226P-Combo(config)# show ip igmp snooping querier vian 2
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262 SNMP BB drd

SNMP (Simple Network Management Protocol, {5 M2 FHML) ThEe A T B 28 % %, 58
W5 ARZ P2 i (P C RS IR, DR T I 2857 B O30T DX 24 4 st ) M 45 AR AR

26.1 snmp-server

ZAr L M T 5 SNMP Zhfig, B/ no a4 M 1450 SNMP Zifit. SNMP DiRgER A2 AL .
ks

shmp-server

no snmp-server

B

ESE1W RS
ZN G|

7t )5 SNMP B

TL-SL3226P-Combo(config)# snmp-server

26.2 snmp-server view

ZAr ST IIALEL B no @ H T IERX BALE . 7£ SNMP o0 (AT #AZ & (OID) K
R ML EFXT %, MIB (Management Information Base, & HUE EZE) & AT a5 M4 % 4%
AR B ARG o PR FH R s o) 7 P A e G R 40 B Y
Cig
snmp-server view name mib-oid { include | exclude }
no snmp-server view name mib-oid
ZH
name —— ZLARINALEISE HIAHR, TR 1~16 MERF. — MBI LA 244
IR H
mib-oid —— MIB 7% OID, RIZ#LEI% HRE A S (OID). " 1~61 Nrff
include | exclude — KA, HEFE (include) FHEER (exclude) WAL, ik
FEAFEIT, % OID W) DABE B 3 e FRHEBRINT, 1% OID ASRedl 8 B i 1
B

4Ry B AR
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A~
AR view1, JE¥EIL OID 4 1.3.6.1.6.3.20, % OID T AR EF HEFiPH45 5L

TL-SL3226P-Combo(config)# snmp-server view view1 1.3.6.1.6.3.20 include

26.3 snmp-server group

Zr 2 TN B S, T no dr % F T IMBRXT B ) 2H . SNMP v3 #24i | VACM (View-based
Access Control Model, &L V5 i #ME8) K& USM (User-based Security Model, -+ A
PR SR FRAENLE] . PR e, 5. @R ERIA B r I H . RIS
ATVIEFA T INEE DR S, e B AN S 3R & 2 [A) (R IE15 S B 1) 22 e 1k

fird

snmp-server group name [ smode {v1 | v2c | v3 }] [ slev { noAuthNoPriv | authNoPriv

| authPriv }] [ read read-view ] [ write write-view ] [notify notify-view]

no snmp-server group name smode { v1 | v2c | v3 } slev { noAuthNoPriv |
authNoPriv | authPriv }

name — TERMA L, FHIAN 1~16 NFRF. A4 5 2 el 2 2400 R 4
FOZARIARR, =TSR R A A A2 A — 4.

smode —— 2R, H vi. v2c Fl v3 =MELT, 437K~ SNMP v, SNMP v2c
Al SNMP v3. Hit SNMP v1 FI SNMP v2c KAk 4 (i W#r4 snmp-server
community) AilE, SNMP v3 K USM Ak, SR&ERTHN v,

slev —— SNMP v3 (11412425, 4 noAuthNoPriv CRIAEAINZE ). authNoPriv (A
WEAINED Al authPrive GAUEINE ) =&, 4N noAuthNoPrive. SNMP v1 #il
SNMP v2¢ %440 AT 5 B L.

read-view —— KERH R E 2 FR. Rl BE AR 4E -
write-view —— KA R SHEIAFR. R EWE R Gepk g N et &G . & 20 A
BEATEL S BRAE, WU RS R R 2 A B g R sl A L S

notify-view —— I8 HIAL B4 AR o 5 B 31 AT DAL 368 Jon 40 PRl 38 1) S o PR 1

I 0

SO
puni{d
&
F

A
ERREB
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7~
WIN4H groupt, FHRE H e N SNMP v3, %425y authNoPriv, 254 1
FIRI AL viewDefault JEAT S #4E, BT DRI EIMLE viewDefault K14 1) 5+
HAREE S
TL-SL3226P-Combo(config)# snmp-server group group1 smode v3 slev
authNoPriv read viewDefault write viewDefault notify viewDefault
it Eg:4H. group:
TL-SL3226P-Combo(config)# no snmp-server group group1 smode v3 slev

authNoPriv

26.4 snmp-server user

w2 A, B no & F TR R o 8 B AT BLIE R P 0 SO A el st
ITEE. Ml SHPTIE R BAF K2 G007 R 22 H AR -
[ile

snmp-server user name { local | remote } group-name [ smode { v1 | v2c | v3 }] [ slev
{ noAuthNoPriv | authNoPriv | authPriv }] [ cmode { none | MD5 | SHA}] [ cpwd
confirm-pwd ] [ emode { none | DES }] [ epwd encrypt-pwd]

Nno snmp-server user name

name — ZUSMIIH 4, "IN 1~16 NFEFF.

local | remote —— F/'2RAL, JpAdh (local) FZFE (remote) Wi, AithFlf Rz
SCAEAM G N, R P B SR R S R

group-name —— KELNULA . JEIT 4", “ie BRI 2 A )" K mf 52 F P T 11
4.

smode —— Z&AM, A vi. v2c il v3 =ANEI, SAETA v TR AR
RN T JeR 2H 1) 22 A s AR ]

slev —— SNMP v3 {120 %4245, H noAuthNoPriv CAMALEA N ). authNoPriv (IA
HEANINEE) A authPriv GAEINE D =ANEI,  GRE Iy noAuthNoPrive FI 7 i) 224 4%
9 06 25N L T Je8 4L 1) 22 A AR ]

cmode —— SNMP v3 A7 HJWERET, A none. MD5 Al SHA =M%, ' none
FRAINIE: MD5 N5 BB REL; SHA N AMAIHIEL, th MD5 et s . Gt
H A none.

confirm-pwd WIEHS, AN 1~16 N1
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B

NG

emode —— SNMP v3 I HINZ R, A none 1 DES A&, Hrh none F#RA
fns, DES NEHEMZEARE. B8 H N none.,
encrypt-pwd — HNEER, AN 1~16 75

4Ry lic B AR

B P admin ININEI4L group2, AR 222 v3. %420 authPriv, F£i%
BH P EGERE R MD5. RSN 11111, hnZ sy DES. hn# %565 A 22222:

TL-SL3226P-Combo(config)# snmp-server user admin local group2 smode v3 slev

authPriv cmode MD5 cpwd 11111 emode DES epwd 22222

26.5 snmp-server community

Zan AT A mEE, e no A TR R IR . SNMP vl fl SNMP v2c KA FliE 4
(Community Name) AiE, HIRAEE] TR T 20 17EH

[ile

B

NG

snmp-server community name { read-only | read-write } mib-view

no snmp-server community name

name — EERIMIBIELFR, AT 1~16 DF4F.

read-only | read-write —— A& XTAH AR E FIALRR, A read-only (A i) i read-write
5D PANEI

mib-view —— MIB L&, R TT 17 i (AL I .

4Ry B AR

A public, tEIAAXTHLE] viewDefault BA 135 HRR :
TL-SL3226P-Combo(config)# snmp-server community public read-write

viewDefault

26.6 snmp-server host

wan 2 A IEAE & H, BN no ar H T MIERX B2k H o 8 RE B Ih RE R 2SS 2 5l 1) 2 2
PR S B A, T B S B S e S AT S AR A AR B
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kg

B

R~

snmp-server host ip udp-port user-name [ smode {v1 | v2c | v3 }] [ slev
{ noAuthNoPriv | authNoPriv | authPriv }] [ type { trap | inform }] [ retries retries ]

[ timeout timeout |

no snmp-server host ip user-name

ip —— AHEHLI 1P Hubk. B IPv4 Mk, 140 IPv4 Hikl 192.168.0.10,

udp-port —— UDP i 15, BIE B ML EJF S i snid FAE A K UDP 35, 5 IP
HuhE S FVER . BUEYE N 1~65535, BRIAE A 162,

user-name —— it B & B A I R4 P 44

smode — F P2, 5 v, v2e Flv3 =ANET. BVEREA v,
slev —— SNMP v3 202 2245, A noAuthNoPriv (ASAIEAINE ). authNoPriv (i
UEAINE D F1 authPrive GAIEN# ) =ANEDT, 644 B4 noAuthNoPriv,

type —— JBEENIIR CIIZRAL, H trap Al inform WNEIH, BRE N trap. EF trap 1,
DL Trap s IEE A, % inform B, LA Inform J5 sk %0, Inform B A5 5 & K AT
SN, HFHFEREREARE (retries) FEERE ] (timeout). v1 24~ H ik
# Trap 7730,

retries —— Inform R CHIBEAL RS, BUETGHE 1~255. ZZHHL KR Inform 305, %
28 1 RIS I T AT A Y ) Inform [RIRARSC, W< # K Inform ) 3C. HE AL KBS, #
AFEK Inform 3.

timeout —— NI [], EDAZ AL Inform [A] AR SCHII TE) o B % 0] )5, K 23T
K% Inform 3. HUETE A 1~3600 (F0).

4 R B AR

INILEFEHAH, HPEHE TN IP ikl 192.168.0.146, H UDP i 154 162,
B AT P 42 v admin, B P22 A0 v2e, 3B AR SC LA Inform 1) 75 28 k3%, Inform
T B IS (R 1000 2, EAL VRE 100 X

TL-SL3226P-Combo(config)# snmp-server host 192.168.0.146 162 admin smode

v2c type inform retries 100 timeout 1000

26.7 snmp-server enginelD

% T B HN A AT RN 512 1D, B no il TIREBAKIBCE -
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kg

B

NG

26.8

snmp-server enginelD { local /ocal-enginelD} { remote remote-enginelD }

no snmp-server enginelD

local-enginelD —— A5 % 1D, RIAH SNMP S2AA 5138 ID. AHbH @ Sr e A
Sl N AN 10~64 NN, B R Een U8B E.
remote-enginelD —— i 5% ID, B SNMP & H5 51 % 1D, wofe o dsr e fe
SN AN 10~64 N HNEERIFAF, RN e 4.

4Ry lic B AR

fiC B AL SNMP (A5 25 ID 5 1234567890, mfE 5% ID 2 abcdef123456:
TL-SL3226P-Combo(config)# snmp-server enginelD local 1234567890 remote

abcdef123456

snmp-server traps snmp

%A T IV 8 A BIARE traps. B/ no #4 TS HIFRUE traps.

[ile

B

snmp-server traps snmp { linkup | linkdown | warmstart | coldstart | auth-failure }

no snmp-server traps snmp { linkup | linkdown | warmstart | coldstart | auth-failure }

linkup —— 43 I {1 Wi TR H AR E RS, K% linkup K7 trap. BRIATFIR . 45
i 1 97 _E SRR AT R 2R trap.

linkdown —— 35 1 HEERCIRS AN MRS, 53X linkdown 287 trap. BRIAJT
JE o WS 1 R 2 T A R R trap.

warmstart —— FoRSHALE SNMP #EATIRL, HAZ AR HINC B ikcA KB . Bl
FFJa . TEACHALA SR SNMP ThEeTF s I 15 B 4 B 44 SO s & H s ol T, Je e i &
A4 )R SNMP D RE T il & 27 trap.

coldstart —— FRI/RFI AL R G E AL T T2 SNMP SR K AW 46k . BRIATIT IS
B JE A AT LRD AT ik 2R A trap .

auth-failure —— 44Z1it SNMP & R AR @ AUERS, KIXMEZEA trap. ERAFF S

4Ryl B AR

172



AL AT A

i
T I A LI SNMP A5tk traps 1 linkup ZhE:

TL-SL3226P-Combo(config)# snmp-server traps snmp linkup

26.9 snmp-server traps link-status

A T IT R 1 €5 ¥ SNMP FrdE traps s HESCIRASRIEDIRE . €1 no ar & M TR Ml

i
ieg.
4
snmp-server traps link-status
no snmp-server traps link-status
K
O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

PRI 3 B SNMP 451k traps FIERLIRAS WIEThfg
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if}j# snmp-server traps link-status

26.10 snmp-server traps
& A T IR ALY JE traps ThRE. B no dr & H TR A MUY g traps Lhifg.
4

snmp-server traps { bandwidth-control | cpu | flash | ipaddr-change |

loopback-detection | storm-control | spanning-tree | memory }

no snmp-server traps { bandwidth-control | cpu | flash | ipaddr-change |

loopback-detection | storm-control | spanning-tree | memory }

bandwidth-control —— T W 45 35i [ (3R 262 15880 1 1€ (171 D 2 o 753 11 9 7y 58
DR RSO, UK TP e 1 2 1 a1z R R BRI, Raa itk it
KA trap.

cpu —— HTH4% cpu BT ERRIL . 24 cpu {28 15 e 1 B s B I R 402 fid k1t
A trap. FAZZHHLE cpu i F 5w R IR N 80%.
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B

R~

flash —— FT-Wa#% flash 2 &S50 Y flash #AE0ant, TR E . IKE )
BE. A%, SABESERERN, RSk trap.

ipaddr-change —— H T IZEAZHALA IP 2B 5 K. A5 HpLE IP Hib gz ok, n
AT F MBI IP Mok 5E S DHCP FRIEHT ) IP Hubikiy, R trap.
loopback-detection ——F T3 B Rl . 22 L e B BR BB, BUR MBS IE BRI, RS
HR 2= fih K K trap

storm-control —— T W% P 28 BRI 0 o =) 47 50 2 49 10 el 308 380 JX 48 1 7 14
SEH I RS2 il 2K trap.

spanning-tree —— T2 4 R RGEMFRANRDAL . LAR JURME DL 2> fil k2R trap:
a). AN AR R AR N R A B N R A N AR K3

b). ZZ#lim 1Y E]H TC flag IR 3CE TCN 3.

memory —— HI T WAF IS, ANAATH B 80%IN, Rl kit trap.

4Ry ic B AR

TR L) SNMP 47 i€ traps 77 98 4% DI fg -

TL-SL3226P-Combo(config)# snmp-server traps bandwidth-control

26.11 snmp-server traps mac

Zin A H T35 —IF R AL 5 MAC Hihk R AH S K J& traps ThEE. B no A H T4 — K=
HHlhE MAC HibERARSCHY & traps ThEk. 5 MAC HihlRAHOCH) trap A DUF:  new. full,
learn-mode-change ! max-learned, 7] LAYE G THIY &S £ L FIF 5 b i — T Th g

[ile

snmp-server traps mac [ new | full | learn-mode-change | max-learned ]

no snmp-server traps mac [ new | full | learn-mode-change | max-learned ]

new —— AL 2= ) BT AL CRFEZASHNE . FRASHBEAE IR I B, RS fil
RILFEA trap.

full —— 4G 2158 AL Hb bk R I R e 2> il &k 2R trap .

learn-mode-change —— 43 k27 > 18 20K A AR ANy 28 i 2 ik i 2R 2 trap o
max-learned —— 4uifi 1% 2] £1f) MAC Hbhibik 248 @ S KEH (oK% E 7R IR i
TARRINIRIEE) N, RIS ER trap.

174



AL AT A

B
4 JeiC B A

A~
Gi— IR 2L 5 MAC HihERAR DG & traps The
TL-SL3226P-Combo(config)# snmp-server traps mac
BT 5 A2 el SNMP 37 J traps H1 i mac new Thg:

TL-SL3226P-Combo(config)# snmp-server traps mac new

26.12 snmp-server traps vian

Zin 2 M TR — IR LS VLAN A CHIP R traps Digk. B no a4 H T4t — A #iedl
t 5 VLAN 5G9 traps Thig. 5 VLAN A1) trap & vlan create 1 vian delete #F4, W] LA
TEJE T RS I 8 b 3 — T TR

w4
snmp-server traps vlan [ create | delete ]
no snmp-server traps vlan [create | delete ]
S
create —— 43T VLAN # 61 i DI 22 4t 2 ik SR A trap.
delete —— 7 VLAN #HBR BT R Gt 2 il & LAY trap.
R
2 JR e B AR
Nl

Gi—IFJa WML 5 vian H5CHIP R traps ThE
TL-SL3226P-Combo(config)# snmp-server traps vian
BT R A2 el SNMP 37 J& traps H ) vlan create Djfg:

TL-SL3226P-Combo(config)# snmp-server traps vlan create

26.13 rmon history

AT E SRR E, B no S H T IKEENCE. RMON (Remote Monitoring, i
FEMZE WAL 52435 T SNMP (A R84, HTIMAE BT FEM 483 & . 72402 RMON fi—4>
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21, MM RMON [ SERFEFE DI RE, ACHbL2 A TE SR I 28 G5 )2, AT SRR I 48 Fr) 156 P
RV

[ig
rmon history index interface { fastEthernet port | gigabitEthernet port } [ interval
seconds ] [ owner owner-name]
no rmon history index
ZH
index — RFEFHMFFS, BUEVEHE 1~12, AN %, %8 1-3,5.
port —— KA
seconds —— SKAEIFRE, B L RAE IR [F) ()RS, B2 9, BUETEHE 10~3600, BRIk
BN 1800,
owner-name — 5k HIEIEE, WHAN 1~16 DFFF. SLEINN monitor.
B
2 R B AR
7~

MBS H 1-3 HRFEN H oo 2, KRSy 100 #0, 614 ownerl:
TL-SL3226P-Combo(config)# rmon history 1-3 interface fastEthernet 1/0/2

interval 100 owner owner1

26.14 rmon event

Zn 2 M TEE SNMP-RMON H-H, E) no dr S HTIKEEIABCE . FF412E RMON —4
., PR SCEHEME IR, pehbie SO 2 FAEERACE P Al R E .
[ile

rmon event index [ user user-name ] [ description descript ] [ type { none | log | notify

| log-notify }] [ owner owner-name ]

no rmon event index

S
index — % HFS, BUETERE 1~12, f%&md HEEmA—1%H.
user-name —— HLEFTENHS %4, A 1~16 NFRF. AR A public.
descript ——  XTHEMAFMFEBELS, RN 1~16 N7, BRI

type —— FAFRAY, EFE none I, AHUTATHEEAE: & log B, MG FAFICFAE
HERF; %5 notify i, ML EHLREIRE(S ;&5 both i, ZHpL¥ %
PHd A H ER I M EHRIEREE R

owner-name — 3k HINGIEE, "N 1~16 1NF4F. SIS A monitor.
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B

NG

4Ry B AR

wWEFH 1. 2. 3. 4 WH P 4N userl, FEIRSN description1, H{KAK log,
Al # N owner1:

TL-SL3226P-Combo(config)# rmon event 1-4 user user1 description description1

type log owner owner1

26.15 rmon alarm

Z 4 THCE SNMP-RMON Z4 i HEE, Ef no ar M TR EEVARCE . Ek4l2 RMON
EI’*J*’I\ZH, TR e B AR E B AR R IAT ML, — B S B e A, R T AR
A (SR BEAT AR L (1 AL B

kg

rmon alarm index interface { fastEthernet port | gigabitEthernet port }

[ alarm-variable { drop | revbyte | revpkt | bpkt | mpkt | crc-lign | undersize | oversize |
fragment | jabber | collision | 64 | 65-127 | 128-255 | 256-511 | 512-1023 | 1024-10240 }]
[ s-type { absolute | delta} ] [ rising-threshold r-hold ] [ rising-event-index r-event |

[ falling-threshold f-hold ] [ falling-event-index f-event ] [ a-type { rise | fall | all }]

[ owner owner-name | [ interval interval |

no rmon alarm index

index — EHEFLHN T 5, BATEHE 1~12, w2 %, % 1-3,5.
port

i 15

alarm-variable —— Z4RA &, HEH A drop.

s-type —— FEGIZEAY, ROMEHRA SRR, JRIGHUHE S5 REIT RN %, A
absolute (ZEXHE) Fldelta (H§E) P/ METL. 4% absolute, JITE—NHURE A A
IR BORE 25 R L1 5 BT LA 1R 9% delta, UK H BTELIR 25 b — IREURAE 2 i 3
5 BE T L . BRIAIETIN absolute.

r-hold —— fil &R EFHRME, HUEE R 1~65535, BRIME AN 100.

r-event— bIHEAME, Elfilck EIFBRMEERK RS, DUETEHE 1~12,

f-hold —— fil & EAR ) FREBIE, HUEVEH 1~65535, ERIAE 9 100,

frevent —— FIEFM:, RIflR T FEBE SR EMR TS, BUETER 1~12.
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B

NG

a-type —— LMk K, A rise (LT, fall CRFE) flall (458 =A%, %
¥ rise, WML BB S il B, e fall, ) R ZE R A e BB R AR
% all, Mok BRI BB A Al B R . BRINIE TN all.

owner-name —— ZkHIBIEE, "M 1~16 74, BRI )y monitor.
interval —— I [E][A)Bg, HUEEHE 10~3600, HAAF, BRIMEN 1800.

4 R B AR

WERH 1. 2. 38y 3, BN ownert, F[A][A]RE Y 100 F5:
TL-SL3226P-Combo(config)# rmon alarm 1-3 interface fastEthernet 1/0/2 owner

owner1 interval 100

26.16 show snmp-server

%2 T 5os SNMP 2 RiC B (E 2.

kg

B

NG

show snmp-server

R R BT A E B

78 SNMP 2 Rt E 15 & -

TL-SL3226P-Combo# show snmp-server

26.17 show snmp-server view

iz T BoR L E Bk .
LilSe

show snmp-server view
B

U R BT E B X
R~

YN VNSRS

TL-SL3226P-Combo# show snmp-server view
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26.18 show snmp-server group

iz 2 H T BoRA Y&,
LilSe

show snmp-server group
B

R BB O i A T B A 2
A~

SRR ESE

TL-SL3226P-Combo# show snmp-server group

26.19 show snmp-server user

i TR 8.
[ig

show snmp-server user
B

R ORI BT E B X
A~

BARHPBIR:

TL-SL3226P-Combo# show snmp-server user

26.20 show snmp-server community

3R E R AN [ s

[ile

show snmp-server community
B

R BN BT e B AR X
~pl

BRPIESIER:

TL-SL3226P-Combo# show snmp-server community

26.21 show snmp-server host

i T RR HR TN
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LilSe

show snmp-server host
B

RO A BT TiE B AR
R~

B H NI

TL-SL3226P-Combo# show snmp-server host

26.22 show snmp-server enginelD

%% T 578 SNMP 5% ID {5 8.

[ile

show snmp-server enginelD
B

RO A BT T B AR X
~pl

278 SNMP K512 ID {5 8.

TL-SL3226P-Combo# show snmp-server enginelD

26.23 show rmon history

i TR D SRR H GBS B

[ig
show rmon history [ index ]
¥
index — ZERRKEFENREXHFS, BUETEHE 1~12, WAL %, &N
1-3,5. BREI SRR BT I SRR HIECEE R
K
R BB O i A T B A 2
7~

WRPTA T SRR H BCEAE R -

TL-SL3226P-Combo# show rmon history
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26.24 show rmon event

Z%an A H T i~ SNMP-RMON HAFELEAE B

Cig
show snmp-rmon event [index]
¥
index — ERREMEREBERIZHFS, BUETERE 1~12, T2 5%, %20y 1-3,
5. SR ERITA K HSEMFRERER.
K
R B A BT TS B AR X
7~

Bk H 1-4 BRI B

TL-SL3226P-Combo# show rmon event 1-4

26.25 show rmon alarm

4 T R SR A F L .

Cig
show rmon alarm [index]
ZH
index — ZORACES S ERERAHF 5, DUETEHE 1~12, TAZ %, %8
1-3, 5. SREMERITAEREHEHOREREE.
K
e M BT TiE B AR X
A~

WREREEAH 1-2 MBS R

TL-SL3226P-Combo# show rmon alarm 1-2
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273 LLDP 2B 44
YL

AR FHHE, X TL-SL3226PE-Combo/TL-SL3226P-Combo/TL-SL3218PE-Combo #LA % # LLDP
&k

BEg 2 R I LLDP (Link Layer Discovery Protocol) 50 ¥F 2% ¥ 4% & ST 1 1 b T ) — S ek
A0 R WA IE A E ORI A B AR B I EIE B 5 H DR HER) MIB(Management Information
Base, #HEEE) WALRAERK, (F1FMLE RS ] LUl & 2 P SNMP (Simple Network
Management Protocol, fij 5./ Z% 8 BRI SRENEX 615 B

271 lldp
Zan 2 M T4 JmIFE LLDP Thag, B no fr& M 1454 LLDP Djgt.
[ile
lidp
no lldp
B
4 e B A X
R~

féife LLDP fe:

TL-SL3226P-Combo(config)# lidp

27.2 lldp hold-multiplier

Zar 2 F T CE TTL e, TTL SR A DA HIl A 5 £ &R ) LLDPDU o TTL S-BeifE, TTL B
NG BAEAR S s ERAFEI ). TTL=TTL JE K ILAIRG . © 1) no frd H TR ERIAIKE .
LilSe

lidp hold-multiplier multiplier

no lldp hold-multiplier

multiplier —— TTL Fe%k, JE[RN 2~10. BIAE N 4.

4 R B AR
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NG

27.3

BCE TTL REE N 5:

TL-SL3226P-Combo(config)# lidp hold-multiplier 5

lidp timer

i i B AR IR S T (8] 2 4. B no & M FIREBUARE .

kg

B

NG

Idp timer { tx-interval tx-interval | tx-delay tx-delay | reinit-delay reinit-delay |
notify-interval notify-interval | fast-count fast-count }

no lldp timer { tx-interval | tx-delay | reinit-delay | notify-interval | fast-count }

tx-interval——7A i 15 2 17140 J& £ & 1% LLDPDU KIS R [RIBS, BUETEEN 5-32768,
ERUE N 30 7).

tx-delay —— AL 15 4% 17148 & B 46 3% LLDPDU FOIEIR I IR] . 24 A Hh fic B % A= AR AL
VG LR Fi 58 B F] 5 i LLDPDU 38 KN4R JE 152 8%, AT BT LA e G b 1 A b e B 400 A8 A i
T3 LLDPDU WIS Ak . BUATEHEDY 1-8192, BRMEN 2 #5.

reinit-delay ——W1UEAL AEIRIN 8] . 2435 1 LLDP TARAR AR, H ZE3R — Bt a) i 3t
7RG, LLIEE S b LLDP CARRE A% o T 30 L AW AT I 9646 . BUETER
1-10, BRIMEDN 3 s

notify-interval —— BB [ X £ 87 PR AR 28 ik Trap {5 S5 AR [a] (RJ R o el 1 48 1S
(6] [B] B, AT DLk S B T 40 45 BRI 2L Trap B R MME Kk, BUATEESA
5-3600, ERIMEN 5P,

fast-count L% H LLDP TARREAER (BB Uiy kak sl (8 k%)
I, AT E RS R IIAR %, K m FPRE R IENLE], B LLDP R SCH) KA
WIZEEN B, JFIELL K% EHCR N LLDPDU J& BK 2 ON IEH (& 3% 8 1. B e
N 1-10, ERIAMER 3 4

4Ry B AR

B LLDPDU fy K 410 H H 46 B , 13445 50 2 G % traap (2 060 % 6 T 1 g 120

TL-SL3226P-Combo(config)# lldp timer tx-interval 45

TL-SL3226P-Combo(config)# lldp timer notify-interval 120
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27.4 Illdp med-fast-count

%4 T E LLDP-MED Hui# & %ML & 3% i) LLDP-MED Mift) %k H . 24 LLDP-MED [P &
ENUE B B, 2nEsk kg BN A4 LLDP-MED 1% £ LLDPDU, HERAEN 4. EH no
A TR RN E .

LilSe
lildp med-fast-count count
no lldp med-fast-count
2
count —— HRIBIEAR AN EL, BUETEE A 1~10, BROAMEDS 4.
B
4 e B A X
~pl
BCE PO AIE RSN 5:

TL-SL3226P-Combo(config)# lldp med-fast-count 5

27.5 lldp receive

Zar A TP E e € ) LLDPDU #:4Zhfe. B/ no w2 H T4 1ZiRe
w4
lidp receive

no lldp receive

K
O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

FFJg 31 1 () LLDPDU #2053 fig:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1

TL-SL3226P-Combo(config-if)# lidp receive

27.6 lldp transmit

Z%an A M T I 48 € i (%) LLDPDU Kk DIfg. &1 no r 4 T2 % DikE.
w4
lidp transmit

no lldp transmit
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B
B O AL B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

P

FFJEui 1 #) LLDPDU K% Ihfg:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1

TL-SL3226P-Combo(config-if)# lidp transmit

27.7 lldp snmp-trap

A TR Mim K SNMP SEAThEE . Jo HILIIRERS, WERAZE trap Fi0, A i@ m
SNMP fik 5545 . ‘BRI no i H 145 M 1 17 SNMP 3l A1 ZIAE «

[ig
lidp snmp-trap
no lidp snmp-trap
K
B0 A B 2 X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
A~

J& Pt 11 8 1) SNMP 3@ %13 e -
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/8

TL-SL3226P-Combo(config-if)# lildp snmp-trap

27.8 lldp tlv-select

iz T A E & IER) LLDPDU s a5 () TLV 388, LLDPDU A Z5UI > GL & = AN Jit) TLV, 48
JEFETIER) TLV, fa b0 END TLV. fRT RLAE I T 2k 3 1 1% LLDPDU B 655 () 7l i
TLV KA. EHJ no #ir4 ] TMHER LLDPDU AL & IS TLV 288, BOAESL T, LLDPDU Hha &
P ) TLV 368,

[ile

lidp tlv-select [port-description] [system-capability] [system-description] [system-name]
[management-address] [port-vlan-id] [protocol-vlan-id] [vlan-name] [link-aggregation]

[mac-phy] [max-frame-size] [power] [all]

no lidp tlv-select [port-description] [system-capability] [system-description] [system-name]
[management-address] [port-vian-id] [protocol-vlan-id] [vlan-name] [link-aggregation] [mac-phy]

[max-frame-size] [power] [all]
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B

NG

port-description —— {#i LLDPDU A% ¥iii FIER TLV, LAIAIAR & & Ai A3t I () IEEE 802
JR I Al R P 4 R

system-capability —— {f LLDPDU . 546877 TLV, LARI4RJE A A0 A H % 2% SR
ThREFIIX LT e 1 SL VIS 2.

system-description —— {i LLDPDU .8 Z 4R TLV, FLAIAIAR & A AT A 5 46 L7
RGHEN . AT IRASE RS BRI

system-name —— 1§ LLDPDU & R4t 4 F8 TLV, LAR AR E KA A 15 % 1 R G4 FR o
management-address —— i LLDPDU ‘& & F bk TLV, DA &5 5 & A A 3 150 6 (1) 8
PR, X2 BT DI 12 bt A 1 4 AT R R

port-vian-id —— {# LLDPDU 4143 [ VLAN ID TLV, LL 4R 445 Ao i ik 802.1Q
VLAN ] ID.

protocol-vian-id —— f# LLDPDU 5 3% VLAN ID TLV, LAIAIAR J& % A A i 11l A s
VLAN 1] ID.

vian-name —— fifi LLDPDU £ % VLAN #FR TLV, LAIa) S0 & & A A di kb VLAN
IR TR

link-aggregation —— {if LLDPDU U & 88 KA TLV,  LAIAIAE & K AT A i 1 24 i R
REELE, OffiAmO2EBAHKESRT. 50T RGNS LA TR E IR
AR5 1D,

mac-phy —— f# LLDPDU & MAC/PHY TLV, VLRI 40R J& & AR A< 5 113 @ v, A4
Ui 1 SRR 2T 2 1 AR (0 3 230 0 T DA R e T L B A E 3l 1 i if 743 31 1 e 22
T

max-frame-size —— {if LLDPDU & & KM TLV, DA 4R J& A AR A8 H i) MAC 1
PHY SZRFI KWK L

power —— fd LLDPDU & ffk e e 11 TLV, LLIAIAR J& & A A L1 FE A (5 B,

all — ff LLDPDU & L A i) TLV 284S,

B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

M 1 8 A3 LLDPDU H AL ) TLV 2284 A i B B Hbhik TLV A3 1 VLAN ID TLV:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/8

TL-SL3226P-Combo(config-if}# no lldp tlv-select management-address port-vlan-id
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27.9 lldp med-status

% M5 F o ) LLDP-MED RZS. 8 Al 1 #) LLDP-MED Ljfg), i 1 H) LLDP RS2
BB NRIEEW . e/ no fir& H T 45T ) LLDP-MED Zh#é.

[ig
lidp med-status
no lldp med-status
B
B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
A~

Je i 1 2 1) LLDP-MED Yjfg:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# lldp med-status

27.10 lildp med-tlv-select

A TR 0% LLDPDU H 4 & ¥ LLDP-MED 1) TLV 285, BRAEHL T, LLDPDU H &
FTA I TLV 283, B R no & F ARG K TLV 282

[ig
lldp med-tlv-select { [inventory-management] [location] [network-policy]
[power-management] [all]}
no lldp med-tlv-select { [inventory-management] [location] [network-policy]
[power-management] [all]}

¥

inventory-management — fif LLDPDU & % /=5 8 TLV, %5 B8R a& bt
KR FEE TLV, 2R TLV. BEfFRA TLV. AR TLV. 7515 TLV.
B AAR TLV. B FR TLV R BRER ID TLV.

location —— i LLDPDU & &k TLV, #&Hubk TLV 24t 1 mAHAR 3 & R AT A
A E b B A

network-policy —— i LLDPDU 7 X 25 5l TLV, W28 50 TLV foVF 28 5 4
AN 8 RATAS T VLAN BiL B 5 — E M= 2)E k.

power-management —— fif LLDPDU &4 JEfEHAES) TLV, ¥ Eftdfe /s TLV i
YF LLDP-MED J% 8 15 #% F & i 8 £ 2 8138 B VAN s 8., Blandik s pl g flh etk

S5y

all — f# LLDPDU & DL EFTr A ) TLV 244,
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B

NG

B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

M T2 43T LLDPDU A48 £ Y TLV S8 rh il o o 26 S TLV A #& ik TLV:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if}# no lldp tlv-select network-policy location

27.11 lildp med-location

A FH T B g R ) LLDPDU L& s & ki TLV 1945

kg

B

R~

lildp med-location {emergency-number identifier | civic-address [language
language | province-state province-state | county county | city city | street street |
house-number house-number | name name | postal-zipcode postal-zipcode |
room-number room-number | post-office-box post-office-box | additional additional |

country-code country-code | what what]}

emergency-number —— ¥ S5 B AR IR S 58S, FHRARERY CAMA B
PSAP, FRKEESNT 10 3 25 Z [A],
civic-address —— i@ b H IETF € (1 kA5 Stk 2.

O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

WG 6 KIAH LLDPDU Higes bt TLV KA i@ thhl, W EIEF AEE, W
DIPALEE
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/6

TL-SL3226P-Combo(config-if}# lldp med-location civic-address language English

city London

27.12 show lldp

AT 275 LLDP 4 RiCE S S .
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LilSe

show lldp
B

RO BT TiE B AR X
R~

&7~ LLDP & RicE S S .

TL-SL3226P-Combo# show lidp

27.13 show lldp interface

%4 F 5 os i ) LLDP Bt B 45 B .

[ig
show lldp interface [ fastEthernet port] [ gigabitEthernet port ]
ZH
port —— E i R LLDP Bt & 15 S 15
K
R BN BT e B AR K
7~

7R 8 (1) LLDP Bl B (S &

TL-SL3226P-Combo# show lldp interface fastEthernet 1/0/8

27.14 show lldp local-information interface

Zar AT BRI LLDP (2 4.,

Cig
show lldp local-information interface [ fastEthernet port] [ gigabitEthernet port ]
¥
port —— ZLE R LLDP {5 B i 15, k44 27 B A7 i H ) LLDP 15 &L .
B
RERCBE AN i 152X
A~

B BT A S ) LLDP 5 8.

TL-SL3226P-Combo# show lldp local-information interface
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EoR¥ - 8 B LLDP {5 B

TL-SL3226P-Combo# show lldp local-information interface fastEthernet 1/0/8

27.15 show lldp neighbor-information interface

i A T BoR R 2w L RIAEEE R .

B

NG

show lldp neighbor-information interface [ fastEthernet port] [ gigabitEthernet
port ]

port ——F i 7R AR JE AT BRI A LI 1, SRAE o BT o SRR S B

FEBU SR i A

BRIEER G 8 AL EE R

TL-SL3226P-Combo# show lldp neighbor-information interface fastEthernet 1/0/8

27.16 show lldp traffic interface

A T RoR R R 120 A A BB % AN AR B 1 LLDP Zit {5 2 .

B

R~

show lldp traffic interface [ fastEthernet port] [ gigabitEthernet port ]

port —— LRI AL J5 4 1) LLDP Gt 5 B H 5, S48 EoR o T a i
HgEiHE S

FEBUR SR i A

LoRIERER G 1 ) LLDP Gt 5 &

TL-SL3226P-Combo# show lldp traffic interface fastEthernet 1/0/1
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